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Atrtificial intelligence (Al) has become an integral part of modern law
enforcement officers, providing them with unprecedented capabilities
in crime prevention, investigation and analysis. Al technologies, such
as biometrics and facial recognition systems, police activity forecasting
algorithms, and Al-assisted X-ray interpretation, are transforming
traditional methods of law enforcement officers’ work in order to increase
their efficiency and effectiveness. However, along with potential advantages,
the widespread adoption of Al in law enforcement raises ethical, legal, and
social issues necessitating increased focus from government legislative,
executive, and human rights authorities.

The Article Purpose is to study regulatory and legal grounds for state
regulation of Al technologies use in human rights protection activities in
developed countries. Relying on the analysis of international and foreign
experience, identify directions for further development of a corresponding
Ukrainian legislation.

Methodology: The main methodological approach applied is a regulatory
approach. The paper will be based on the qualitative method consisting in
the collection and processing of data to compare and interpret provisions or
policies that support the implementation of Al in public life with adherence
to the fundamental rights and freedoms, as well as ensuring safety and non-
discrimination guarantees. The following methods have been applied in this
article: research method, descriptive method, comparative and analytical
method, interpretive analysis method, and illustrative method.

Conclusions. Based on the analysis of regulations and legislative
experience of the EU, the USA, and other developed countries involved in
legal regulation of Al application, the author reveals trends and principles of
Al technologies use in law enforcement. Namely: 1. Absolute majority of acts
are aimed at protecting fundamental human rights and overall democratic
functioning of society. 2. The principles of accountability, transparency
and justice are found in nearly all well-known and common Al governance
structures. 3. Singling out different forms of artificial intelligence. Most legal
regulations distinguish between different types of Al systems depending on
the risks they pose, the context in which they are used, or the specific type of
system they create.

Key words: law enforcement, law enforcement officers, artificial
intelligence, application of information technology in law enforcement,
foreign experience, legal regulation.

Research Problem Formulation. In recent years, the activities of law
enforcement officers in Ukraine have been hindered by both internal socio-
political factors and external threats. Despite the hostilities, Ukraine has been
maintaining its integration into the European and global information society.
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Omutpo Kanroxamin

IPABOBI OCHOBM
3ACTOCYBAHHS IITYYHOIO
IHTEJIEKTY Y OISIJIBHOCTI
IPABOOXOPOHHMX
OPTAHIB: MDKHAPOIHW I
3APYBIDKHWMWM IOCBI/L

Iryunnit intenekr (III) cras
HEBi/I'€EMHOI0 YacTMHOI CyYacHUX
IIPaBOOXOPOHHUX oprasis,
mporonyfoun iMm Oesmperie/ieHTHI
MOXKJTMBOCTI B 3arobiranHi,
PposciigyBaHHi Ta aHaJIisi
srounHiB.  TexHosIorii  MITy4YHOrO
iHTeNlekTy, Taki sk: Oiomerpis i
cucTeMn posIli3sHaBaHHS 00IMYYs,

aJITOPUTMU ITPOrHO3y BaHHSI
TisUTPHOCTI TIOJIiITiI, peHTreHiBCchKe
OaueHHS 1111, 3MIHIOIOTH
TpaguiiviHi  Metomm  poboru

MPaBOOXOPOHILIB B HaNpPsSMKy
migsuineHHs i edpexTmBHOCTI Ta
pesynbTatuBHOCTI. OnHAK, MOps
i3 HOTeHLIVHMMM  IlepeBaramu,
LIPOKe BIIPOBaJI)KeHHS 1
B TTPaBOOXOPOHHMX opraHax
CIIPUYMHSAE  eTUYHi, OpUINYHI
Ta conjaypHi  mpoGiemw, ki
HOTpeGyIOTI) I ABUIIEHOT yBaru 3
GOKy Jlep)KaBHMX 3aKOHOABYMIX,
BUKOHABUMX 1  IIpaBO3aXMCHVX
opratis.

MeTtoro cTaTTi € JOCTiIKEHHS

HOPMAaTMBHO-IIPaBOBIX 3acas
AEePXKaBHOTO pery]'IIOBaHHSI
BUKOpucTaHHs — TexHOyorin  IIII

y [OpaBO3axXMCHiM AisyibHOCTI B
po3BuMHYTUX KpaiHax csiry. Ha
OCHOBi aHaJIi3y MiXHApOIHOIo Ta
3apyOiXKHOrO JIOCBi/ly BMOKPEMUTN
HampsiMy  TIO[IAJIBITIOTO  PO3BUTKY
BIJIIIOBITHOTO  3aKOHOIABCTBA B
Vkpainmn.

MerTomortoris: OCHOBHUM
3aCTOCOBAaHUIM MEeTOIMYHVM
MHiIXOIOM € HOPMAaTMBHUW IIiIXis.
CTaTTﬂ 683yBaTV{MeTBC9{ Ha
AKICHOMY MeTO[Ii, $KWUV IoJjIsArae
y 30opi Ta 00poOui maHMX IS
TOPiBHAHHS ~ Ta  iHTeprpeTartii
moyiokeHb  abo  MOJTMKM, IO
3abe3reuyoTsb BITPOBAJ)KEHHSI
HJquHOT‘O iHTeJ’[eKTy y CyCHiHBHe
SKUTTS i3 JIOTPUMaHHSIM
OCHOBHUX IIpaB i cBOOOM, a TaKOX
3abesneuenns: Oesriekm i rapaHTiv
HeMcKpuMiHamil. Y 1im  crarri
3aCTOCOBAaHI TaKi METOIM: MEeTO]T
JOCITI/I)KEHHS, OITVICOBUII  METO]I,
MOPiBHAIBHO-aHAJIITUYHWUIT MeTO[I,
MeTOJ1 iHTepIpeTalifiHOro aHaIisy
Ta UTIOCTPaTUBHMUI METO]T.

BucHoBkM. Ha ImiacraBi
aHajlisy HOPMaTMBHMX akTiB i
3akoHomasuoro jocsimy €C, CIIA
i iHIIMX PO3BMHEHMX KpaiH CBiTy
B cdepi IPaBOBOroO perysIoBaHHS
3aCTOCYyBaHHS junii aBTOp
BUIIIAE TeHAEHINl i OpUHIUIN
BUKOpMCTaHHs TexHosori III y
TTPaBOOXOPOHHINM  TisyTbHOCTI. A
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Thus, regional cooperation in the context of Ukraine’s European integration,
as well as joint projects with international institutions, emphasize the
importance of introducing state-of-the-art information and communications
technologies and artificial intelligence technologies into law enforcement.

Digital technologies are gradually penetrating into various areas of our
lives, year after year. They are a crucial factor in the development of modern
human society, affecting not only such traditional areas as medicine, produc-
tion and education, but also legal relations. In Ukraine, on March !, 2023, the
new Law of Ukraine On the National Informatization Program entered into
force, which main task is the development, implementation and application
of information and communications technologies in public administration,
local self-government and public life. And law enforcement officers are de-
fined as one of its subjects 1. Scientific literature defines the content of digi-
talization process in society as “legal, political, economic, cultural, social and
political changes conditioned by the use of digital tools and technologies” 2.
At the same time, the Concept of Artificial Intelligence Development in
Ukraine states that artificial intelligence technologies are considered as part
of information technologies. According to the document, Ukraine, which is
a member of the Ad Hoc Committee on Artificial Intelligence at the Council
of Europe, joined the Organisation for Economic Co-operation and Devel-
opment, Recommendation of the Council on Artificial Intelligence (OECD/
LEGAL/0449) in October 2019. Accordingly, one of the priority avenues and
principal tasks for the development of artificial intelligence technologies is to
observe the rights and legitimate interests of individuals and legal entities,
build a competitive national economy, and improve public administration 3
system. In this respect, it is of particular importance to study international
and foreign experience in this area and consider strengthening information
and analytical support for law enforcement in Ukraine.

Analysis of Essential Research and Publications. The issues of information
support and Al implementation in the activities of law enforcement
officers were addressed by I. V. Aristova, K. . Bieliakov, R. A. Kaliuzhnyi,
V. A. Lypkan, O. M. Podoliak et al. Particular issues related to legal regulation
of ICT are covered in research papers by L. Karl Brantinh, M. Berdzhess,
M. D. Vasylenko, S. M. Husarov, O. H. Zabolotnyi, O. M. Okhotnikov,
. Katerynchuk. Simultaneously, the issue of studying international and
foreign experience of utilizing information technologies in the activities of law
enforcement officers remains out of focus. The Article Purpose is to study the
regulatory and legal framework for regulating the use of Al technologies in
human rights activities by governments in developed countries. Stemming
from the analysis of international and foreign experience, the author identifies
areas for further development of a relevant Ukrainian legislation.

Main Content Presentation. Today, artificial intelligence (Al) is becoming
an increasingly popular tool in the activities of law enforcement officers
and other state institutions. Despite the fact that technologies significantly
increase the efficiency of law enforcement practice, it is worth noting that this
progress also requires determining the range of limitations and expectations.
This is because Al not only fundamentally alters the approach to crime
prevention, investigation and prosecution, but also leads to the emergence
of a number of legal and ethical issues. For example, artificial intelligence
algorithms can analyze large volumes of data and identify patterns that

1

Ilpo Hamionaneny mporpamy indopmarmsanii: 3akon Ykpainm sig 01.12.2022 Ne2807-IX
Bepxosna Payia Ykpainn. URL: // https:/ /zakon.rada.gov.ua/laws/show/2807-20#Text
Razmetaeva Yu, Barabash Yu, Lukianov D “The Concept of Human Rights in the Digital Era:
Changes and Consequences for Judicial Practice” 2022 3(15) Access to Justice in Eastern Europe
41-56. URL: https:/ /ajee-journal.com/upload/attaches/att_1660480856.pdf

Konrentiist po3BuTKy 1Ty4HOro iHTestekTy B YKpaini. CxaseHo posnopsypkerHsM Kabinery

Minicrpis  Vkpaiam Bin 2 rpymms 2020 p. Ne 1556-p. URL://zakon.rada.gov.ua/laws/
show /1556-2020-%D1%80#Text

3
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analysts might not even notice. This has already led to the development of
smart policing, which uses artificial intelligence to identify areas where crime
is likely to occur and allocate resources accordingly. Artificial intelligence has
the potential to significantly affect the content of law enforcement officers’
official duties, and to adjust the requirements for their professional skills and
work duties 4. Thus, Al is becoming increasingly relevant in law enforcement,
enhancing operational efficiency and facilitating better integration and
implementation of new devices and technologies. However, there are some
challenges and ethical reflections. One of the main reasons for this concern
is the possibility of bias in Al algorithms, resulting in discrimination. Another
concern is the lack of transparency within Al algorithms. It may be a struggle
to understand how the algorithm arrived at a particular decision, making it
difficult to appeal against or accept that decision. Finally, there are concerns
about the impact of Al on human decision-making. There is a risk that human
judgment will be replaced by automated decision-making since artificial
intelligence is becoming increasingly prevalent in criminal and administrative
proceedings. This could seriously undermine fairness and transparency
within criminal justice system.

Currently, the safety and security of citizens and the state as a whole
directly depends on information support of law enforcement officers in
Ukraine. Problems stemming from armed aggression against our country,
information warfare, and subversive activities of the enemy on the territory of
Ukraine are becoming of paramount importance. We believe that it is entirely
fair to say that international police cooperation should be viewed as one of
the components of governments’ interaction in the fight against crime, which
itself is an important part of international relations. This involves integrating
domestic information and analytical systems into international systems and
improving these systems according to the technological level required by
developed countries, especially the European Union 5.

On December 4, 2009, in Kyiv, Ukraine signed an Agreement with
the European Police Office on Strategic Cooperation, which was ratified
on October 5, 2010. The purpose of this Agreement was to strengthen
cooperation between the European Union Member States, acting through
Europol, and Ukraine in prevention, detection, suppression and investigation
of serious forms of international crime, specifically through the exchange of
strategic and technical information 6. The document expired in 2017 due to
the signing of a new agreement On Operational and Strategic Cooperation
emphasizing protection of personal data during their transfer or processing.
Moreover, Article 4 of the specified Agreement states that “the cooperation
may, additional to the exchange of information, in accordance with the tasks
of Europol as outlined in the Europol Council Decision, in particular include
the exchange of specialist knowledge, general situation reports, results
of strategic analysis, information on criminal investigation procedures,
information on crime prevention methods, participation in training activities
as well as providing advice and support in individual criminal investigations 7.

* Tymy C.®. YrpoBa/KeHHs IITYYHOTO iHTeJIEKTY B TPY/IOBi Bi/THOCHHN: TIEPCITEKTUBY ITPaBOBOTO

perymosanss. Bicnux HTYY «KIII». Ionitosoris. Coriosoris. ITpaso. Bumyck 2 (50) 2021. C. 87-
92. URL: / /http:socio-journal kpi.kiev.ua/archive/2021/2/16.pdf

® Isan Karepunuyk MikHapomHuit Ta 3apyOKHWV [I0CBif, 3acToCcyBaHHS iH(OpMAIiVIHIX
TeXHOJIOTIN y JIiSUTbHOCTI ITPaBOOXOPOHHMX OopraHis. HayionaivHuil 10pudusnuil xypHai: meopis
ma npakmuka. Yepsens. 2015. C. 22-26. URL: https:/ /dspace.oduvs.edu.ua/server/api/core/
bitstreams/ efd04dce-59¢5-49cd-b868-a14881450289/ content

Vroma wmix Vkpainoio Ta €BpOMeNCEKMM TIONIIENChbKMM  0dicoM PO CTpaTeriuHe
criBpobiTHMIITBO : 3aKoH Ykpaiau iz 5 xosTHs 2010 poky Ne 2576-VI1. Oiyiinuil ichux Yxpainu.
2010. Ne 96/Ne 84. Cr. 2934/3432. URL: https:/ / zakon.rada.gov.ua/laws/show/994_954#Text

YIOOA wmix YkpaiHoro Ta €BpOIEVICHKMM IIOJHIEVICBKMM OdicoM IIpo omeparuBHE Ta
cTpareriune criBpobiTHMIITBO, paTndikoBana 3akoHoMm Big 12.07.2017 Ne 2129-VIIL. Odiyiiinui
Gicnux Ypainu. 08.08.2017 2017 p., Ne 62, / Ne 71, 2017, ct. 2192. URL: https:/ /zakon.rada.gov.
ua/laws/show/984_001-16#Text

came: 1. ABcomrorHa GibIicTh
aKTiB HampaBjieHi Ha  3axXWUCT
dyHmaMeHTaIBHNX TpaBa JIIOAVHIA,
a TaKOX 3arajbHe [IeMOKpaTU4YHe

dyHKIiOHyBaHHS CycIijbCTBa.
2. TTpuaTyTmM TI3BiTHOCTI,
MpoO30pOCTi  Ta  CHpaBeIMBOCTi

MPUCYTHI IIPaKTUYHO B ycix mo0pe
BifOMUX 1  3araJbHONPUVIHSTIX
cTpykTypax  ynpasmigas L
3.  Bupinenns  pisHux  dopm
ITYYHOTO iHTesieKkTy. bBimbiricTs
HOPMaTVBHVX aKTiB PO3pi3Hse pisHi
TUIIN CUCTEM IITYYHOIro iHTeJIEKTy
B 3aJIEKHOCTI Bifl pU3MKIB, AKi BOHM
CTAHOBJIATH, KOHTEKCT, Y SKOMY
BOHM  BUKOPUCTOBYIOTbCSI,  abo
TMEeBHWUVI TWUIl CUCTEMW, SKY BOHWU
CTBOPIOIOTb.

Kirouosi cjioBa: 1mpaBooXopoHHa
TisTTBHICTB, TIPaBOOXOPOHHI
opraHu,  INTyYHWII  iHTeJIeKT,
3aCTOCYBaHHS indopmarnivtax
TEeXHOJIOTiT B ITPaBOOXOPOHHIN
nisyibHOCTI,  3apyOixHUMI  mocsis,
IIpaBOBe PeryJIoBaHHs.

Dmytro Kaliuzhnyi

Rechtliche Grundlagen fiir den
Einsatz kiinstlicher Intelligenz
in der Strafverfolgung:
Internationale und auslindische
Erfahrungen

Kiinstliche Intelligenz (KI) ist
zu einem integralen Bestandteil
moderner Strafverfolgungsbeamter
geworden und Dbietet ihnen
beispiellose Mboglichkeiten
bei der Kriminalprévention,
-ermittlung  und -analyse. KI-
Technologien wie Biometrie- und
Gesichtserkennungssysteme,
Algorithmen zur Prognose
polizeilicher Aktivitditen und KI-

gestiitzte ~ Rontgeninterpretation
verdndern die traditionellen
Methoden  der  Arbeit von

Strafverfolgungsbeamten, um
ihre Effizienz und Effektivitat
zu steigern. Neben potenziellen
Vorteilen wirft die weit
verbreitete Einfiihrung von KI
in der Strafverfolgung jedoch
ethische, rechtliche und soziale
Fragen auf, die eine verstirkte
Aufmerksamkeit der staatlichen
Legislative, Exekutive und
Menschenrechtsbehoérden
erfordern.

Der Zweck des Artikels besteht
darin, die regulatorischen und
rechtlichen Grundlagen fir
die staatliche Regulierung des
Einsatzes von KI-Technologien bei
Menschenrechtsschutzaktivitdten
in Industrieldindern zu
untersuchen. Auf der Grundlage
der Analyse internationaler
und auslindischer Erfahrungen

https.//archive-criminology.com.ua/index.php/journal



sollen Richtungen fiir die weitere
Entwicklung einer entsprechenden
ukrainischen Gesetzgebung
ermittelt werden.

Methodik: Der  wichtigste
angewandte methodische Ansatz
ist ein regulatorischer Ansatz.
Das Dokument basiert auf der
qualitativen Methode, bei der
Daten erhoben und verarbeitet
werden, um Bestimmungen
oder Richtlinien zu vergleichen
und zu interpretieren, die
die Implementierung von KI
im  offentlichen Leben unter
Einhaltung  der  Grundrechte
und  -freiheiten = sowie  der
Gewihrleistung von Sicherheit und
Nichtdiskriminierungsgarantien
unterstiitzenIn diesem  Artikel
wurden die folgenden Methoden
angewendet: Forschungsmethode,

beschreibende Methode,
vergleichende und analytische
Methode, interpretierende

Analysemethode und illustrative
Methode.

Schlussfolgerungen. Basierend
auf der Analyse von Vorschriften
und  Gesetzgebungserfahrungen
der EU, der USA und anderer
entwickelter Liander, die an der
gesetzlichen  Regulierung  der
KI-Anwendung  beteiligt  sind,
zeigt der Autor Trends und
Prinzipien der  Verwendung
von Kl-Technologien in der
Strafverfolgung auf. Namlich: 1.
Die absolute Mehrheit der Gesetze
zielt auf den Schutz grundlegender
Menschenrechte und des
allgemeinen demokratischen
Funktionierens der Gesellschaft
ab. 2. Die Prinzipien der
Rechenschaftspflicht, Transparenz
und Gerechtigkeit finden sich in
fast allen bekannten und gidngigen
KI-Governance-Strukturen. 3.
Hervorhebung verschiedener
Formen kiinstlicher Intelligenz. Die
meisten gesetzlichen Vorschriften
unterscheiden zwischen
verschiedenen Arten von KI-
Systemen, je nach den Risiken, die
sie bergen, dem Kontext, in dem
sie verwendet werden, oder der
spezifischen Art des Systems, das
sie erstellen.

Schlisselworter:
Strafverfolgung,
Strafverfolgungsbeamte,
kiinstliche Intelligenz, Anwendung
von Informationstechnologie in

der Strafverfolgung, auslandische
Erfahrung,
Regulierung.

gesetzliche
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The European Union Member States have organized a unified automat-
ed system of criminal records within Europol, which has been in operation
since 2002. The comprehensive information and analysis system TECS (The
Europol Computer System) has, in addition to the AIS itself, the following
principal components: an analysis center and an index subsystem. The TECS
computer system allows the simultaneous processing and analysis of almost
one million records. All information in the system is provided directly by the
Ed Member States. Each country has its own representative organization in
The Hague, the so-called ELOS. Only these organizations can access nation-
al databases.

As arule, information systems of the European Union countries are created
at the national level and provide strategic analysis of data on the functioning
of criminal groups. At the central level, generalized records of criminals and
their actions are kept, legislative proposals for governing criminal police work
are prepared, and contacts with Interpol are maintained. Such a distribution
of powers makes it possible to better direct and coordinate efforts, taking
into account expansion of interregional and international contacts as well as
migration of organized criminals, ensuring a greater degree of secrecy, while
representatives of criminal circles significantly influence political, economic
and often law enforcement structures at the local level, especially in small
towns.

In 2004, the European Union (EU) established the European Union
Agency for Cybersecurity (ENISA) 8. ENISA is an expert examination cen-
ter for cybersecurity in Europe. It cooperates closely with Ed member states
and the private sector to promote “the development of a [network and infor-
mation security (NIS)] culture in society and to raise awareness of NIS” °.
ISACA (Information Systems Audit and Control Association) believes that
the framework for certifying the cybersecurity of ICT products and services
should be regional rather than national, and should use existing global stan-
dards and best practices. What is more, in order to avoid new vulnerabilities,
it must guarantee that cybersecurity is not ignored at the beginning of the
design process when developing products and services. Finally, the EU has
recognized that addressing the cybersecurity skills gap is a serious issue, and
ISACA strongly supports the call for industry to enhance cybersecurity train-
ing for organizations and staff.

In December 2018, Council of Europe European Commission for the Ef-
ficiency of Justice (CEPEJ) approved European Ethical Charter on the Use
of Artificial Intelligence in Judicial Systems and their Environment. The main
goal of the Charter is to improve the efficiency and quality of justice through
the processing of court decisions and data by algorithms while respecting the
fundamental rights and freedoms guaranteed, in particular, by the ECHR and
the Convention for the Protection of Individuals with regard to Automatic Pro-
cessing of Personal Data. Among other things, the Charter defines the ba-
sic principles of using artificial intelligence in justice administration. Namely:
1) Principle of respect for fundamental rights: ensure that the implementation
of artificial intelligence tools and services are compatible with fundamental
rights; 2) Principle of non-discrimination: prevent the development or inten-
sification of any discrimination between individuals or groups of individuals;
3) Principle of quality and security: with regard to the processing of judicial
decisions and data in a secure technological environment; 4) Principle of

&  European Union Agency for Network and Information Security (ENISA), "ENISA: 15 years of
building cybersecurity bridges together’, Press release, 20 March 2019. URL: https:/ /www.enisa.
europa.eu/news/enisa-news/enisa-15-years-of-building-cybersecurity-bridges-together

°  ENISA, About ENISA. URL: https:/ /www.enisa.europa.eu/about-enisa
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transparency; 5) Principle of impartiality 6) Principle of fairness; 7) Principle
“under user control °.

In 2021, the increased productivity and widespread availability of artificial
intelligence led to the development of a Draft Proposal of the European
Parliament and of the Council for a regulation laying down harmonized rules
on artificial intelligence, which was adopted by the European Parliament on
March 13, 2024 (the Al Act). This Law is intended to be part of a broader Al
package that would encompass additional policy measures to support the
development of trustworthy Al. The Al Law aims to create a long-term legal
framework for Al use. Today, the EU’s Artificial Intelligence Act is the world’s
most comprehensive risk-based, innovation-driven artificial intelligence
legislation. It is unique for many reasons:

- offers a multi-level risk classification structure for Al systems;

- aims to standardize artificial intelligence legislation in the EU; and to
establish artificial intelligence governing bodies;

- promotes human-centered and trustworthy Al innovation, while
preserving fundamental rights and democratic values;

- fosters international cooperation and ensures that Al systems can be
safely tested and verified before deployment.

The EU’s Artificial Intelligence Act classifies Al systems based on a risk-
based approach and sets out four categories of risk: unacceptable risk, high
risk, limited risk, and minimal or no risk.

Unacceptable risk Al systems are systems considered a threat to people
and will be banned. They include: artificial intelligence systems manipulating
human behavior to circumvent the user’s free will (e.g., subliminal methods
or exploitation of vulnerable groups); judging or classifying individuals based
on their behavior; biometric identification and categorization of people in
real-time in public places (with certain exceptions).

High risk includes Al systems used in critical areas of life. For example,
it can be applied for remote real-time biometrics and post-identification of
individuals; as a polygraph in order to help law enforcement officers identify
the emotional condition of an individual; and for assessing the reliability of
evidence in a criminal proceeding, etc.

Limited risk. Al systems that are subject to transparency obligations fall
into this category. For example, chatbots must be designed so that users
know they are interacting with a machine.

Minimal risk. Artificial intelligence applications such as video games or
spam filters are considered minimal risk and can be freely developed and
used within the EU .

Article 5 of the Law sets forth that the use of “real-time” remote biometric
identification systems by law enforcement agencies is usually prohibited, ex-
cept in exhaustively listed and narrowly defined situations. For example, “re-
al-time” video surveillance may be deployed only if strict security measures
are followed, for example, its use is limited in terms of time and geography
and can only be allowed after obtaining special preliminary judicial or admin-
istrative permission. Such uses may include, for example, targeted searches:
(i) the targeted search for specific victims of abduction or human trafficking;
(ii) the prevention of a specific, substantial and imminent threat to the life or
physical safety of natural persons or (iii) the localisation or identification of a
person suspected of having committed a criminal offence 2. Also, other high-

0 European Ethical Charter on the Use of Artificial Intelligence in Judicial Systems and their

environment. European commission for the efficiency of justice (CEPE]J). Strasbourg, 3-4 December

2018. URL: https:/ /rm.coe.int/ ethical-charter-en-for-publication-4-december-2018 / 16808f699¢

Irop PeyTos IIpaBose perysiropaHHs IITYYHOrO iHTeIeKTY: MKHAPOIHWUI JOCBiA Ta yKpaiHChKi

TIePCTIEKTUBA. URL: https:/ /pravo.ua/pravove-rehuliuvannia-shtuchnoho-intelektu-

mizhnarodnyi-dosvid-ta-ukrainski-perspektyvy/

2 Tancrede Montagne Overview of the AT Act, the first ever legal framework on Al 26. March 2024.
URL: https:/ / paytechlaw.com/en/ overview-of-the-ai-act-the-first-ever-legal-framework-on-ai/
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FONDEMENTS JURIDIQUES

DE L'UTILISATION DE
L'INTELLIGENCE ARTIFICIELLE
DANS LES FORCES DE

L'ORDRE : EXPERIENCE

INTERNATIONALE ET
ETRANGERE
Lintelligence artificielle  (IA)

fait désormais partie intégrante
des forces de lordre modernes,
leur  offrant des  capacités
sans précédent en matiere de
prévention, d'enquéte et danalyse
de la criminalité. Les technologies
d’'IA, telles que les systéemes de
biométrie et de reconnaissance
faciale, les algorithmes de
prévision des activités de la police
et linterprétation des rayons X
assistée par 1IA, transforment
les méthodes traditionnelles de
travail des agents chargés de
l'application des lois afin d’accroitre
leur efficience et leur efficacité.
Cependant, outre les avantages
potentiels, ladoption généralisée
de I'TA dans les forces de l'ordre
souleve des problemes éthiques,
juridiques et sociaux qui nécessitent
une attention accrue de la part des
autorités législatives, exécutives et
des droits de 'homme.

Lobjectif de l'article est d’étudier
les fondements réglementaires et
juridiques de la réglementation
étatique  de  l'utilisation  des
technologies d'IA dans les activités
de protection des droits de
I'homme dans les pays développés.
En sappuyant sur lanalyse de
I'expérience  internationale et
étrangere, identifier les orientations
pour le développement ultérieur

d'une  législation  ukrainienne
correspondante.

Méthodologie La principale
approche méthodologique
appliquée est une approche

réglementaire. Le document sera
basé sur la méthode qualitative
consistant en la collecte et le
traitement de données pour
comparer et interpréter les
dispositions ou politiques qui
soutiennentla mise en ceuvre deI'TA
dans la vie publique dans le respect
des droits et libertés fondamentaux,
ainsi que pour garantir la sécurité
et la non-violation. garanties contre
la discrimination.Les méthodes
suivantes ont été appliquées dans
cet article : méthode de recherche,
méthode  descriptive, méthode
comparative et analytique, méthode
d’analyse interprétative et méthode
illustrative.

Conclusions. Sur la base de
l'analyse des  réglementations
et de lexpérience législative de
I'UE, des FEtats-Unis et dautres
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pays développés impliqués dans
la réglementation juridique des
applications de I'TA, lauteur révele
les tendances et les principes de
I'utilisation des technologies de I'TA
dans 'application de la loi. A savoir
: 1. La majorité absolue des actes
visent a protéger les droits humains
fondamentaux et le fonctionnement
démocratique global de la société.
2. Les principes de responsabilité,
de transparence et de justice se
retrouvent dans presque toutes
les structures de gouvernance de
I'TA bien connues et courantes.
3. Distinguer différentes formes
d’intelligence artificielle. La plupart
des réglementations juridiques
distinguent différents types de
systemes d'IA en fonction des
risques qu’ils présentent, du
contexte dans lequel ils sont utilisés
ou du type spécifique de systeme
qu'ils créent.

Mots clés : forces de lordre,
agents chargés de lapplication
des lois, intelligence artificielle,
application ~ des  technologies
de linformation aux forces de
l'ordre,  expérience  étrangere,
réglementation juridique.

Dmytro Kaliuzhnyi

PODSTAWY PRAWNE
WYKORZYSTANIA
SZTUCZNE]J INTELIGENC]I
W EGZEKWOWANIU
PRAWA: DOSWIADCZENIA
MIEDZYNARODOWE I
ZAGRANICZNE

Sztuczna  inteligencja (AT)
stala  sie  integralng  czescia
wspolczesnych  funkcjonariuszy
organdéw $cigania, zapewniajac
im  niespotykane  dotychczas
mozliwosci zapobiegania
przestepstwom, prowadzenia
dochodzenn i analiz. Technologie
sztucznej inteligencji, takie
jak  systemy  biometryczne i
rozpoznawania twarzy, algorytmy
prognozowania dziatan policji czy
interpretacja zdjec¢ rentgenowskich
wspomagana sztuczng inteligencja,
przeksztalcaja tradycyjne metody
pracy funkcjonariuszy organéw
Scigania w celu zwiekszenia ich
wydajnosci i efektywnosci. Jednak
oprécz  potencjalnych  korzysci
powszechne przyjecie sztucznej
inteligencji w egzekwowaniu prawa
rodzi kwestie etyczne, prawne i
spoleczne, wymagajace wigkszego
skupienia sie¢ na rzadowych
organach ustawodawczych,
wykonawczych i zajmujgcych sie
prawami czlowieka.

Celem artykulu jest zbadanie
podstaw regulacyjnych i
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risk Al systems are subject to clear obligations due to their significant poten-
tial harm to health, safety, fundamental rights, environment, democracy and
the rule of law. Examples of high-risk Al uses include critical infrastructure,
education and vocational training, employment, essential private and public
services (e.g., healthcare, banking), certain law enforcement systems, mi-
gration and border control management, administration of justice and dem-
ocratic processes (e.g., influencing elections). Such systems should assess
and mitigate risks, keep logs of use, be transparent and accurate, and pro-
vide human oversight. Citizens will have the right to file complaints against Al
systems and receive explanations regarding decisions based on high-risk Al
systems affecting their rights 3. Al systems whose intended purpose, as de-
fined by the provider, is law enforcement or the administration of justice, are
classified as high-risk under Annex III of the Law. As such, they are subject
to essential requirements (risk management, testing, data governance, tech-
nical documentation, transparency, human oversight, accuracy, robustness
and cybersecurity) and to obligations (such as quality management systems,
technical documentation, conformity assessment, corrective actions, duty
of information, obligations of importers and distributors) as well as standards
and conformity assessment 4.

At the European level, the Al Act establishes the European Artificial
Intelligence Board (EAIB). Similar to existing European agencies, such as
ESMA, the EAIB is empowered to facilitate consistency and coordination
between European national competent authorities as regards the
implementation of this Act, and shall advise and assist the Commission and
national supervisory authorities in analyzing and responding to emerging Al
issues.

Recognizing the new rules for General Purpose Al (GPAI) models and
the critical need for their implementation at the EU level, the Commission
has established an Al Office to oversee these cutting-edge Al models,
promote the development of testing standards and practices, and ensure
that common rules are implemented across Member States. A scientific
panel of independent experts will advise the European Al Office about GPAI
models by contributing to the development of methodologies for evaluating
the capabilities of foundation models, advising on the designation and the
emerdgence of high impact foundation models, and monitoring possible
material safety risks related to foundation models.

The Al Board, which would comprise member states’ representatives, will
remain as a coordination platform and an advisory body to the Commission
and will give an important role to Member States on the implementation of
the regulation, including the design of codes of practice for foundation mod-
els. Finally, an advisory forum for stakeholders, such as industry representa-
tives, SMEs, start-ups, civil society, and academia, will be set up to provide
technical expertise to the Al Board '°.

Therefore, the Al Law seeks to create a long-term legal basis for artificial
intelligence use. The goals of the Law on Artificial Intelligence are to protect
fundamental rights, harmonize the legal environment for artificial intelligence

Ornexcanyipa Kosnosa €BponiapiameHT yxBaiavBs 3akoH Ipo mmryuHmit inTestekt. URL: https://
biz.ligazakon.net/news/226272_vroparlament-ukhvaliv-zakon-pro-shtuchniy-ntelekt
Tlponosuriis oo Pernamenty €spomnericbkoro Ilapiamenty Ta Pamy, 1o BCTaHOBIIOE
rapMoHi30BaHi IpaBmia IIO/I0 MITYYHOTO iHTesleKTy - BinmosigHicTh mpaBoBux OCHOB cTaTen
114 i 16 ODEC 110710 TIOTI0XKEHB, IO 3aCTOCOBYIOTHCA /IO TIPABOOXOPOHHMX i CYIOBUX OpraHiB
(moxymenT Pamm 12302/22) , LIMITE, 12 Bepecust 2022 p., pdf). Brussels, 12 September 2022.
URL: https:/ /www.statewatch.org/media/3510/ eu-council-ai-act-law-enforcement-legal-basis-
cls-12302-22.pdf

CryMysroBaHHS iIHHOBALIi Ta BIIPOBaPKEHHsI IITy4YHOro iHTesekty B €ppori. URL: https://
finap.com.ua/stymulyuvannya-innovatsij-ta-vprovadzhennya-shtuchnogo-intelektu-v-
yevropi/
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at the European level, and determine legal grounds for Al use in law enforce-
ment.

International cooperation in the field of Al will expand and continue, in
particular, the US regulatory developments in the field of Al are of the great-
est interest. In October 2022, the Office of Science and Technology Policy of
the White House published the Blueprint for an Al Bill of Rights 6. The Blue-
print aims to protect and preserve fundamental rights of US citizens in light
of the progress made worldwide in artificial intelligence. The main purpose of
the Blueprint for an Al Bill of Rights is to ensure that the structure and func-
tions of US democracy remain robust, resilient, and effective in an Al-driv-
en future. In this regard, the initiative includes a set of five broad principles,
including Safe and Effective Systems, Algorithmic Discrimination, Data Pri-
vacy, Notice and Explanations, and Human Alternatives, Consideration and
Fallback. The document serves as a significant legal framework for the activ-
ities of government authorities, the police and the judiciary in protecting the
rights of citizens in the field of Al.

On October 30, 2023, the US President signed the Executive Order on
the Safe, Secure, and Trustworthy Development and Use of Artificial Intel-
ligence. The document is about introducing new standards for Al security
and safety, protecting privacy, promoting fairness and civil rights, safeguard-
ing consumer and worker rights, and fostering innovation and competition:
“(f) Americans’ privacy and civil liberties must be protected as Al continues
advancing. Artificial Intelligence is making it easier to extract, re-identify,
link, infer, and act on sensitive information about people’s identities, loca-
tions, habits, and desires. Artificial Intelligence’s capabilities in these areas
can increase the risk that personal data could be exploited and exposed. To
combat this risk, the Federal Government will ensure that the collection, use,
and retention of data is lawful, is secure, and mitigates privacy and confiden-
tiality risks. Agencies shall use available policy and technical tools, including
privacy-enhancing technologies (PETs) where appropriate, to protect privacy
and to combat the broader legal and societal risks — including the chilling of
First Amendment rights — that result from the improper collection and use
of people’s data” . The Order also sets forth that irresponsible use could ex-
acerbate discrimination, bias, and other abuses in the areas of justice, health
care, and housing. To ensure that Al promotes justice and civil rights, the Or-
der envisages:

- providing guidance for Federal contractors regarding nondiscrimination
in hiring involving Al and other technology-based hiring systems;

- consider providing, as appropriate and consistent with applicable
law, guidance, technical assistance, and training to State, local, Tribal, and
territorial investigators and prosecutors on best practices for investigating and
prosecuting civil rights violations and discrimination related to automated
systems, including Al;

- ensuring justice throughout the criminal justice system by developing
best practices for the use of Al in sentencing, parole and probation, pretrial
release, pretrial detention, etc. 8.

From our perspective, a landmark innovation in the specified document,
which must be taken into account by the Ukrainian legislator, is the mandate

16 Blueprint for an Al Bill of Rights. The White House. URL: https:/ /www.whitehouse.gov/ostp/
ai-bill-of-rights/

7 Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence. THE WHITE HOUSE, October 30, 2023.URL:https://www.whitehouse.gov/
briefing-room/ presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-
trustworthy-development-and-use-of-artificial-intelligence/ ?utm_source=link

Henuc Kpachikos. Hosuit ykas Tlpesupenrta bBavimena mpo mryuHwuii iHTesekT: Oimbiie
oOMeXXeHb um cTuMy IoBaHHs po3suTKy. 15.11.2023. URL: https:/ /www.ukrinform.ua/rubric-
technology/3787099-novij-ukaz-prezidenta-bajdena-pro-stucnij-intelekt-bilse-obmezen-ci-
stimuluvanna-rozvitku.html

prawnych panstwowych regulacji
dotyczacych wykorzystania
technologii AI w dzialaniach na
rzecz ochrony praw czlowieka w

krajach rozwinietych. Opierajac
sie¢ na analizie doswiadczen
miedzynarodowych i

zagranicznych, okredli¢ kierunki
dalszego rozwoju odpowiedniego
ustawodawstwa ukrainskiego.

Metodologia: Glownym
stosowanym podejsciem
metodologicznym jest podejscie

regulacyjne. Artykul bedzie oparty
na metodzie jakosciowej polegajacej
na gromadzeniu i przetwarzaniu
danych w celu poréwnania
i interpretacji przepiséw lub
polityk wspierajacych wdrazanie
Al w zyciu publicznym z
poszanowaniem  podstawowych
praw i wolnosci, a takze
zapewnieniem bezpieczenstwa
i nienaruszalnosci  gwarancji
dyskryminacji.W artykule
zastosowano nastepujace metody:
metode badawcza, metode opisowa,
metode poréwnawcza i analityczna,
metode analizy interpretacyjnej
oraz metode ilustracyjna.

Wnioski. Na podstawie
analizy przepisow i doswiadczen

legislacyjnych ~ UE, = USA i
innych  krajéw rozwinietych
zajmujacych sie regulacjami

prawnymi zastosowania Al,
autor ukazuje trendy i zasady
wykorzystania technologii AI w
egzekwowaniu prawa. Mianowicie:
1. Zdecydowana wiekszosé
ustaw ma na celu ochrone
podstawowych praw czlowieka
i ogdlnodemokratycznego
funkcjonowania  spoleczenstwa.
2. Zasady odpowiedzialnosci,
przejrzystosci i sprawiedliwosci
mozna znalez¢ w prawie wszystkich
dobrze znanych i powszechnych
strukturach zarzadzania sztuczna
inteligencja. 3. Wyréznienie
réznych form sztucznej inteligencji.
Wiekszos¢  regulacji  prawnych
rozréznia rdézne typy systemoéw
sztucznej inteligencji w zaleznosci
od  stwarzanych  przez nie

zagrozen, kontekstu, w jakim
sa wykorzystywane, czy tez
konkretnego typu tworzonego

przez nie systemu.

Stowa kluczowe: egzekwowanie
prawa, funkcjonariusze organéow
Scigania, sztuczna inteligencja,
zastosowanie technologii
informatycznych w egzekwowaniu
prawa, doswiadczenia zagraniczne,
regulacje prawne.
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to government authorities to develop a system of standards, tools and tests
that would ensure safety/security and robustness of Al systems.

Despite the fact that the EU and the US are regional leaders in the field of
Al regulation, the first country in the world to create a National Al Strategy at
the governmental level was Canada (the Pan-Canadian Al Strategy was re-
leased in 2017). This strategy is a five-year plan for funding research and de-
veloping a skilled talent pool for this industry. What is more, the country is a
co-founder of the Global Partnership on Artificial Intelligence (GPAI). In 2019,
the Government of Canada’s Al Advisory Council was established to further
develop the Pan-Canadian Al Strategy provisions. Canada has proposed the
Artificial Intelligence and Data Act (AIDA) as part of Bill C-27 '°, the Digital
Charter Implementation Act (2022). The suggested Law provides the basis
for responsible design, development and deployment of Al systems, guaran-
tees safety/security and non-discrimination of artificial intelligence systems.

Similar to the EU Al Act, Canada’s Bill C-27 also defines classes of Al
systems that are considered high-impact systems. In particular, they are as
follows:

Court or administrative body decision-making: This class involves Al
systems used by courts or administrative bodies for decision-making with
respect to individuals in legal or administrative proceedings. The goal is to
prevent biases in these systems, which could have severe consequences for
individuals’ rights and access to justice.

Law enforcement: This class covers Al systems used by peace officers
for law enforcement purposes. Given the significant impact of policing on
individuals and communities, the Government highlights that there is an
interest in ensuring these systems are non-discriminatory, safe, and effective.

When adding new classes of high-impact systems, the Government (Gov-
ernor-in-Council) must consider the severity and extent of potential adverse
impacts, including on human rights and social harms 2°.

The experience of Great Britain actively deploying Al in police officers’
work should not be disregarded. For example, this technology makes use of
the police archive and studies the decisions made by police officers in similar
cases within administrative proceedings during a certain period of time. Later,
it assesses risks, considering various factors, and connects them with similar
offenses. This contributes to the evaluation of evidence by the police or court
authorities and the adoption of a procedural decision on a case. At the same
time, police regularly audit Al operation and reliability of its conclusions.
On September 28, 2023, the National Police Chiefs’ Council (UK) approved
the Agreement on the use of artificial intelligence (Al) in policing 2'. This
document is interesting enough to be
studied since it outlines the definition and

1 The Artificial Intelligence and Data Act (AIDA)
- Companion document. URL: //https://ised-
isde.canada.ca/site/innovation-better-canada/en/
artificial-intelligence-and-data-act-aida-companion-
document#s10

% Christopher Ferguson, Heather Whiteside Bill
C-27: Federal Government Releases Amendments to
Canada’s Proposed Al Law / /Privacy & Cybersecurity
Bulletin. DECEMBER 7, 2023. URL: https://www.
fasken.com/en/knowledge/2023/12/bill-c27-federal-
government-releases-amendments-to-canadas-
proposed-ai-law#authors

2 Covenant for Using Artificial Intelligence (AI)
in Policing. National Police Chiefs” Council. URL:
https:/ /science.police.uk/site/assets/files/4682/ai_
principles_1_1_1.pdf
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characteristics of Al, principles of its application, distribution of responsibility
and authority among police officers.

The use of the Prometea Artificial Intelligence System in the work of
courts and law enforcement officers in Argentina during the proceedings on
administrative violations and the decisions thereon has demonstrated nota-
ble results. In particular, the Prometea Al system is capable of issuing and
formalizing a court decision in a number of categories of administrative cas-
es within 10 seconds. Therefore, we can confidently talk about the efficiency
and cost-effectiveness of procedural decision-making with the use of Al 22,

Conclusions. Summarizing the above, we can emphasize that the
analysis of documents and legislative experience in the EU, the US and other
developed countries enables us to identify common trends and principles in
the use of Al technologies within law enforcement:

All analyzed legal regulations are aimed at protecting and preserving the
fundamental rights of a human being, guaranteeing his/her health and safety
during Al application, as well as ensuring the overall democratic functioning
of society.

The principles of accountability, transparency and fairness are present
in almost all Al governance structures. Now they have acquired the status
of common standards, as evidenced by their consistent presence in the
regulatory acts on Al regulation.

Distinguishing between different forms of Al: each of these regulations
distinguishes between different kinds of Al systems, either by reference to the
impacts they generate, the risks they pose, the context in which they’re used,
or the specific kind of system they are. At a higher level, each regulation also
exhibits an increased concern for the development and deployment of high-
risk or high-impact Al systems, though none possess a tiered risk classifica-
tion structure as sophisticated as that of the EU Al Act 23.

However, despite the existing achievements, the issue of implementing
Al in the work of law enforcement and police officers remains controversial
and is accompanied by various approaches: from active use of Al during
the resolution of administrative cases of different categories to establishing
criminal liability for the use of Al algorithms to forecast court decisions during
the hearing of administrative cases 24. After all, Al enables to boost the data
processing process, reduce the workload of law enforcement officers and
judges, and make it more efficient. At the same time, we should not forget
about the observance of fundamental principles when using Al: the rule
of law, lawfulness, non-discrimination, impartiality, fairness, information
security, etc. Given the above, we believe that Ukraine also needs to adopt

Kaszaruyk, 1. . Ilpasosi 3acajy BUKOpVCTaHHS
LITYYHOTO iHTEJIEKTY B/1isUTbHOCTI ITPaBOOXOPOHHMX
opraniB (mojimii) Ta oprasiB cygy Ipg 9ac
3iVICHEHHS ~ afMiHICTpaTMBHOTO IpOBa/KeHHS
(amasti3 3apyOiXHOTO Ta yKpaiHCHKOTO J10CBity)//
TIpaso.ua. - 2023. - Ne 4. - C. 63-69. URL: https:/ /
dspace.univd.edu.ua/items/e911b080-60a7-442f-
87ab-67albf2d7b0e

Analysis: Canada’s Artificial Intelligence and Data
Act. MAY 10, 2024. URL: https://www.lumenova.
ai/blog/ canada-artificial-intelligence-and-data-act-
analysis/

Kaszanuyk Ipuna. MoxIMBOCTI BUKOPWUCTaHHS
IITYYHOTO iHTeJ‘IeKTy B JIiSUIBHOCTI CynoBOi TUIKM
Biay: TpoOsieMn Ta TIepCrieKTVBY  ITPaBOBOTO
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MaTepianu Kpyryoro croiny (M. Bimmwimis, 31 xoBT.
2023 p.). Bimnnmg : XHYBC, 2023. C. 35-38. URL:
https:/ /dspace.univd.edu.ua/items/b05bd590-
e681-4445-9381-7a9e003303e8
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corresponding legislation and by-laws that would govern social relations that
develop when using Al capabilities in law enforcement.
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