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Legal And Criminal Profiling Issues Of Persons
Supporting Armed Aggression In Ukraine

Abstract. In current conditions caused by Russia’s military aggression
in Ukraine, in which Russian militaries endanger a threat to nuclear facilities
in the territory of Ukraine, kills, maims and tortures civilians, the use of
innovative profiling technique in combating wartime crime is becoming
highly important. Since the invasion of Ukraine, Russian troops have
bombarded civilian infrastructure, fired at ambulances, destroyed hospitals,
orphanages, residential buildings, kindergartens and schools. Therefore, the
Article Purpose is to specify existing issues of applying the profiling method
to prevent, detect and eliminate current threats to the state and society that
have become relevant not only for Ukraine but also for the majority countries
of the world.

Keywords: legal regulation, profiling, criminals’ profiling, criminal’s
psychological profile, collaborator, war crimes.

Research Problem Formulation. February 24, 2022, probably the
darkest day in the history of Ukraine over the past 80 years, started from the
announcement by the president of the Russian Federation of “special military
operation” ostensibly for the purpose of “demilitarization and denazification
of Ukraine”. Right after that, the territory of Ukraine was attacked from
different directions.

By openly invading Ukraine from land, sea and air, the Russian Federation
blatantly violated the UN Statute, countless rules of international law and
committed an outright act of aggression: the most serious and flagrant
violation of international law and order.

International humanitarian law is a branch of international law used
while armed conflicts in order to protect war victims and to limit means and
methods of warfare. Its grave violations are considered war crimes!.

Since the invasion of Ukr+ainian territory in the morning of February 24,
2022, Russian militaries have distinguished themselves by shelling civilian
infrastructure, firing at ambulances, destroying hospitals, orphanages,
residential buildings, kindergartens and schools.

Hasapuyx I. Bropraennst Pocii B YkpaiHy sIK aKkT arpecii Ta 3yxsajie opyIeHHs MiXKHapOJHOTO
npasa. // Beceykpaincbke npodeciite ropuamune sugants IOpuamuna rasera online. 2003.
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In Kharkiv, shells hit Kharkiv Regional Blood Service Centre and Kharkiv
Regional Children’s Hospital. Residential buildings in housing estates of
Saltivka and HTZ were damaged.

On the night of February 25-26, the Russians attacked Kyiv Hydroelectric
Station.

Ukrainian air defense shot down a Russian missile heading towards the
dam of the Kyiv Reservoir in Vyshgorod. If the dam is destroyed, the flood will
result in devastating casualties and damage: including flooding of residential
areas of Kyiv and suburbs.

Destruction of the Kyiv levee may lead to the collapse of the Kaniv,
Kremenchuk, and other dams of the cascade, and even to catastrophe at
Zaporizhia nuclear power plant (Zaporizhia NPP)2.

The Russian troops endanger nuclear facilities on the territory of Ukraine:
they fire at nuclear power plants, destroy nuclear waste repositories, etc. In
March, The Chornobyl nuclear power plant was completely de-energized due
to the actions of the Russian militaries, and there was a threat of radioactive
substances release into the environment due to shutdown of radioactive
waste repositories cooling system>. On March 4, the buildings and blocks of
Zaporizhia NPP, the largest in Europe, were fired upon. As a result of shelling,
the first power unit was damaged*.

Russian occupiers kill, maim and torture civilians, rape women and
little girls®. Multiple cases of residential infrastructure destruction, killings
of civilians and looting by the Russian militaries in the occupied Ukrainian
territories have been documented®.

International law researchers Jennifer Trahan, Juliette McIntyre, Douglas
Guilfoyle and Tamsin Phillipa Paige stated that the invasion of Ukraine
violates the Charter of the United Nations and constitutes aggression crime in
compliance with international criminal law; aggression crimes are prosecuted
under universal jurisdiction’.

In current conditions caused by the military aggression of the Russian
Federation in Ukraine which resulted in an increase in the number of
emergency situations of terrorist nature that have become increasingly
frequent across the territory of the whole state, the issues of prevention,

2 3younnn apmii PO mpotn MupHoro HaceneHHs Ykpainu, 24 - 26 mmotoro // T'O «YkpaiHcekmit
mimitapauit 1eHTp». — 2022, [Crimes of the Russian Army against the civilian population of
Ukraine, February 24-26] HO «Ukrajins kyji militarnyji centr», 2022. URL: https:/ /mil.in.ua/uk/
news/zlochyny-armiyi-rf-proty-myrnogo-naselennya-ukrayiny-24-26-lyutogo-onovlyuyetsya/

*  Yopuobwibchka AEC 10BHiCTIO 3HECTpyMIIeHa depes i Bivickk PO - «Ykpenepro». // Papmio
Csobopa. 2022. [The Chernobyl nuclear power plant is completely de-energized due to the
actions of Russian troops - Ukrenergo.] Radio Svoboda, 2022. URL: https:/ /www.radiosvoboda.
org/a/news-chornobyl-aes-bez-elektryky /31744474 html

*  Kayaryp A. Ha 3anopisekin AEC noxexa depes obcrpiym pocisn: 3'sBummchk geram. //
Vkpainceka mpasma. 2000-2022. [Fire at the Zaporizhzhya NPP due to Russian shelling:
details have appeared.] Ukrajins’ka pravda, 2000-2022. URL: https://www.pravda.com.ua/
news/2022/03/4/7327993/

Conosiios B. «[Ipyra apmisi cBiTy» BusBWIacsS IBaITIBHMKAMM Ta MapofepaMu: 3asBa
CBY. // Anocrpod 2014-2022 Apostrof. URL: https://apostrophe.ua/ua/news/society/
accidents/2022-03-26/ vtoraya-armiya-mira-okazalas-nasilnikami-i-maroderami-zayavlenie-
sbu/263927

¢ Bivicekosi srouvam Pocii B YkpaiHi: 27 siiotoro (oHoBmoeThesi). / / TO «YkpalHChKuit MiiTapHMit
nenTp» 2022. [Russia’s war crimes in Ukraine: February 27 (updated).] HO «Ukrajins kyj
militarnyj centr», 2022. - URL: https:/ /mil.in.ua/uk/news/ vijskovi-zlochyny-rosiyi-v-ukrayini-
27-lyutogo-onovlyuyetsya/

7 A Reminder of the Importance of the Crime of Aggression: Considering the Situation of Russia
and Ukraine. Opinio Juris, 2022. URL: http://opiniojuris.org/2022/02/04/a-reminder-of-
the-importance-of-the-crime-of-aggression-considering-the-situation-of-russia-and-ukraine/;
Mclntyre J., Guilfoyle D., Paige T.F. (2022) Is international law powerless against Russian
aggression in Ukraine? No, but it's complicated. The Conversation, 2010-2022. URL: https://
theconversation.com/is-international-law-powerless-against-russian-aggression-in-ukraine-no-
but-its-complicated-177905 ; Quell M. Ukraine has few legal options to hold Russia accountable
for invasion. (2022) Courthouse News Service. URL: https://www.courthousenews.com/
ukraine-has-few-legal-options-to-hold-russia-accountable-for-invasion/
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Tersina I[IO30JIKOBA,
Irop IIMHKAPEHKO

ITPABOBI TA
KPVMIHAJIICTUYHI
ITPOBJIEMU ITPOPAUIIIHTY
OCIB, JIKI CITPVISIIOTDb

3BPOVHIVI ATPECIi HA
TEPUTOPII YKPATHM

B Cy4acHMX yMoBax,
00y MOBJIEHVIX BiVICHKOBOO
arpecieio P® Ha TepuTopii Ykpaini,
B AKMX  PpOCIVICBKI  BilICHKOBI
CTBOPIOIOTH Hebesreky TUTS
anepHUX 00€KTiB Ha TepuTopii
Vkpainu, BOWBaOTH, Kamidath i
KaTylOTh ~ MWPHUX  MeIIKAHIIB.

OcobnmBoi  akTyayibHOCTI HabyBae
BVIKOPVUCTaHHS IHHOBAIHITHOT
TeXHOJIOriT npodarutinra y
TPOTUIiT 37IOYMHHOCTI B yMoOBax
BOEHHOTO  Yacy. 3 MomeHTYy
BTOPTHEHHs Ha TepeHM YKpaiHu
POCiViceKi  BivicbKa  BisHauMIIMCS
obcrpilamn 110 00'eKTax IMBIITHHOT
indpacTpykTypn, cTpinsiam 10
WBUIKWX, PYWHYBajW JHiKapHi,
Tyl Gymvakmy, SKUTIIOBI
OymuHKy, CaZioukM i IIKOJIN.
Tomy MeToro CTaTTi, € BU3HAYeHHs
icHytouMx IpoGsieM BMKOPUCTaHHS

MeTopy rpodpariinra ISt
3arnobiranHs, BUSIBIIEHHS Ta
MPUNVHEHHsT  iCHylouMXx —3arpos

JepXaBi i CycHiJIbcTBY, SKi cTayii
aKTyaJIbHMM He TIJTBKU JIIsL

Ykpaifam, a v1 [u1st GisTbIIOCTi AepkaB
CcBiTY.

Kimouosi cyiosa: mpaBoBe pery-
JIIOBaHHS, IpodariIiHr, mpodio-
BaHHSI 3JIOYMHIIIB, IICVXOJIOIIUHI
TOPTPeT 3JI0YMHIS, KOIabopaHT,
BOEHHI 3JIOYMHMN.
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detection and elimination of corresponding threats to the state and society
are becoming relevant not only for Ukraine but also for the majority of the
world’s countries.

In such conditions, modern and efficient profiling technology is being
significant.

Analysis of Recent Researches and Publications. Insufficient development
of this issue requires enhanced and in-depth knowledge about a criminal
identity, which would allow to ensure a corresponding level of specificity and
productivity in relevant forensic guidelines.

Compilation of criminal profiles, psychological profiles, facial composites,
etc., was studied by S.M.Bohomolova, O.M.Zinin, O.O.Protasevych,
V.0.Obraztsov, M.V.Saltievskyi, A.M.Stoliarenko.

Criminal personality also drew attention of domestic researchers from
various fields of legal science: criminal law, criminology, legal psychology,
criminalistics, penitentiary theory and so on. Among them are Yu.M.Antonian,
R.S.Bielkin, Yu.D.Bluvshtein, [.V.Borysenko, V.L.Vasyliev, 1.A.Vozghrin,
V.K.Havlo, Ya.l.Hylynskyi, V.V.Holina, B.M.Holovkin, V.H.Honcharenko,
I.N.Danshyn, A.l.Dvorkin, V.le.Eminov, D.V.Zhmurov, V.A.Zhuravel,
A.P.Zakaliuk, A.F.Zelinskyi, A.V.Ishchenko, I.I.Karpets, A.N.Kolisnichenko,
V.O.Konovalova, V.N.Kudriavtsev, S.1.Kurhanov, V.H.Lukashevych,
Ye.D.Lukianchykov, S.P.Mytrychev, |.F.Pantelieiev, .V.Pyrih, O.R.Ratinov,
0O.S.Sainchyn, A.B.Sakharov, L.A.Serhieiev, H.O.Spitsyna, V.H.Tanasevych,
V.M.Tertyshnyk, K.O.Chaplynskyi, V.Iu.Shepitko, V.1.Shykanov,
|.R.Shynkarenko, M.H.Shcherbakovskyi, M.P.lablokov and others.

However, the complexity and multidimensional nature of the indicated
issue necessitate further development of scientific basis in forensic activity in
accordance with practice requirements®.

Main Content Presentation. On March 15, the U.S. Senate unanimously
adopted a resolution condemning Russian President Vladimir Putin as a war
criminal. The Resolution introduced by Republican Senator Lindsey Graham
and supported by senators from both sides urged the International Criminal
Court in the Hague and other countries to target the Russian militaries in any
investigation of war crimes committed while Russia’s invasion of Ukraine®.

On May 11, the U.S. Senate registered a resolution declaring Russia a
“state sponsor of terrorism”. The resolution states that the Senate considers
the actions of the Russian government and Vladimir Putin to be acts of
terrorism and calls on the U.S. Secretary of State to declare Russia a “state
sponsor of terrorism”1°,

In the Law of Ukraine On Fight against Terrorism, the set out below terms
are used in the following meaning:

Financing terrorism is direct or indirect provision and collection of assets
in order to use them or be aware of the possibility that they will be used in
whole or in part:

for any purpose by an individual terrorist or terrorist group (organization);

for organization, preparation or commission of a terrorist act, involvement
in terrorist act commission, public calls to execute a terrorist act, creation

8 Kamora K. B. Ocoba 3oumaIIs K 00'€KT KPUMIHaTICTUYIHOTO JIOCIIIKeHHST: Cy4acHUV CTaH

Ta nepcriekTmsy posputky [The identity of the offender as an object of forensic research: the
current state and prospects] : dys. ... d-ra juryd. nauk : 12.00.09 / Dniprop. derz. un-t vnutr.
sprav. Dnipro, 2021. 474 s.

®  Warburton M. (2022) U.S. Senate unanimously condemns Putin as war criminal. Reuters.
URL: https:/ /www.reuters.com/world/us/ us-senate-unanimously-condemns-putin-war-
criminal-2022-03-15/

Y Cenari CHIA 3apeecTpyBaju pe3oiIiolifo PO BU3HAHHS POCii JepkaBOIO-CIIOHCOPOM
Tepopusmy. // FOpunyana T'asera. 2003. [The US Senate has registered a resolution recognizing
Russia as a sponsor of terrorism.] Urydyc¢na Hazeta, 2003. URL: https://yur-gazeta.com/
golovna/u-senati-ssha-zareestruvali-rezolyuciyu-pro-viznannya-rosiyi-derzhavoyusponsorom-
terorizmu.html
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of a terrorist group (organization), assistance in committing a terrorist act,
training in terrorism, leaving Ukraine and entering Ukraine for terrorist
purpose, initiation of any other terrorist activities as well as attempts to
implement such actions;

International terrorism is socially dangerous acts of violence performed at
the global or regional level by terrorist organizations, groups, including with
the support of state bodies of individual countries, aimed at fulfilling certain
goals related to kidnapping, capturing, killing innocent people or threatening
their life and health, destruction or destruction threat of important national
economic facilities, life support systems, communications, use or threat of
use of nuclear, chemical, biological and other weapons of mass destruction.

Technological terrorism is criminal offenses committed for terrorist
purposes with the use of nuclear, chemical, bacteriological (biological) and
other weapons of mass destruction or their components, other substances
harmful to human health, means of electromagnetic action, computer
systems and communication networks, including occupation, disabling
and destruction of potentially dangerous critical infrastructure facilities that
directly or indirectly endanger the occurrence of an emergency situation
as a result of these actions and pose a danger to staff, population and the
environment; foster conditions for man-made accidents and disasters!'.

In their evil plans and terrorist acts, the authorities of the aggressor
country use traitors and collaborators who cooperate with the Russian
occupiers, recruiters, artillery spotters, local residents collecting information
about the movement of the Ukrainian Army equipment.

The term collaborationism in its classical sense appeared in France during
World War Il and meant cooperation of population or citizens of the state with
an enemy. In the Soviet period, this issue belonged to one of the prohibited
ones, as in case of its extensive study a widespread thesis about the moral and
political unity of Soviet society was questioned. The issue of collaboration
with an enemy was viewed predominantely in the context of “treason” and
“aiding” and was specificaly reflected in the then Soviet criminal legislation.
The collaboration term was used mostly to clarify the issue of cooperation
with the Nazis in the military and political field in the countries of Western
Europe.

Only at the beginning, more precisely in the middle of the 1990s, this
subject started to actively develop in Ukraine. O. Potylchak was one of the
first to introduce the collaborationism term into scientific use'.

Collaborationism (from French “collaboration” is “cooperation”) is a term
included in the modern political vocabulary. In broad terms, it is a cooperation
of population or state citizens with the enemy to aid an invading enemy
against the state itself or its allies and participation in persecution of patriotic
citizens of a country where a collaborator is a citizen.

The following types of collaborationism are distinguished in scientific
sources:

Military collaborationism is aiding the enemy with weapons: service in
military organizations, police units, intelligence and counter-intelligence
agencies.

Economic collaborationism is cooperation in any branches of economy.

1" TIpo GoporsOy 3 Tepopmsmom: 3akoH Ykpaiau // Bimomocti Bepxosnoi Pagmu Ykpainn. 2003.
Ne 25. [Law of Ukraine «On Combating Terrorism»] Vidomosti Verxovnoji Rady, 2003. Ne 25.
5.180.

Toruapenko O. ITpoGiieMy IHCTUTYILINTHOTO BU3HAUeHHsl TepMiHy KojlabopallioHismy, 7oro
BUIIiB Ta O3HaK y Cy4acHiV BiT4mMsHsHIV icropiorpadii. // BificbKoBo-icTOpyuHUI MepwIiaH.
Enexrponnuyi Haykouvi caxosuit xypHail [Problems of institutional definition of the term
collaborationism, its types and features in modern domestic historiography.] Vijs'kovo-istory¢nyj
merydian. Elektronnyj naukovyj faxovyj zurnal. - UDK 930(477)"1941/1944":347.9(091) - s.5-24.
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Cultural (spiritual) collaborationism is cooperation with occupiers in the
spiritual realm, which promotes the spread of loyal subject feelings among
population, raising the psychological mood of occupiers.

Domestic collaborationism is associated with the establishment of
friendly relations between occupiers and population.

Political, administrative collaborationism is
occupation authorities!3.

Despite the acknowledgement of responsibility for crimes against the
bases of national security, such as treason, violent change or overthrow of the
constitutional order, seizure of state power, encroachment on the territorial
integrity of Ukraine, etc., which was stipulated by the criminal law even before
and which commission is generally within the boundaries of the collaborative
activity concept, given frequent cases of denying the war against Ukraine and
assuming positions in the occupation authorities' in conditions of full-scale
military aggression of the Russian Federation against Ukraine, the Verkhovna
Rada adopted two laws establishing liability for collaborative activities. We
are talking about the Law of Ukraine On Amending Certain Legislative Acts
(regarding the Establishment of Criminal Liability for Collaboration Activities)
and the Law of Ukraine On Amending Certain Legislative Acts (on Ensuring
the Responsibility of Individuals Who Carry Out Collaboration Activities).

By adopting them, the Parliament amends the Criminal and Electoral
Codes, the Laws On Military Duty and Military Service, On State Secret,
On Political Parties in Ukraine, On Freedom of Conscience and Religious
Organizations in Ukraine, On Charity Work and Charity Organizations, On
Trade Unions, Their Rights and Guarantees of Activity and On Citizens’
Participation in the Protection of Public Order and State Borde!'r.

New types of criminal offenses have been introduced in the Criminal Code
of Ukraine, or traditional criminal offenses have been interpreted differently:

Article 111-1. Collaborative activity.

Article 114-2. On the fact of unauthorized dissemination of information
on the deployment, movement of weapons, armaments and ammunition
to Ukraine, transportation, movement, or location of the Armed Forces of
Ukraine or other military formations established in accordance with the laws
of Ukraine, carried out under conditions of martial law or state of emergency.

Article 161. Violation of equality among citizens on the basis of their race,
nationality, religious beliefs, disability and on other grounds.

Article 435-1. Insult to honor and dignity of a serviceman, threat to a
serviceman.

Article 436-2. Justification, recognition as legitimate, denial of armed
aggression of the Russian Federation against Ukraine, glorification of its
participants'®.

cooperation between

3 Anbyn C. KonabopariiiiHa AisUIbHICTB: IWTaHHS BU3HA4YeHHs Ta BignosinaisHocti. // MBC

Vxpainu Opecbkuit [Tepxxasumit YrisepcureT BayTpimmix Cripas. 2022 [Collaborative activities:
issues of definition and responsibility.] MVS Ukrajiny Odes kyj Derzavnuj Universytet Vnutrignix
Sprav. URL:http:/ /surl.li/ealcv

Birtenko A. Terp konaGopanris! BinmosimanenicTe 3a 3pamy Ykpainwm. //BceykpaiHcbke
npodecivive opuaudse Buganss IOpuanana Tasera online. 2003. [Get rid of collaborators!
Responsibility for betrayal of Ukraine.] Vseukrajins ke profesijne jurydy¢ne vydannja Jurydyc¢na
Hazeta onlajn, 2003. URL: https://yur-gazeta.com/dumka-eksperta/ get-kolaborantiv-
vidpovidalnist-za-zradu-ukrayini.html
Honcarenko O. Problemy instytucijnoho vyznacennja terminu kolaboracionizmu, joho vydiv
ta oznak u sucasnij vit¢iznjanij istoriohrafiji. [Problems of institutional definition of the term
collaborationism, its types and features in modern domestic historiography.] Vijs'kovo-istory¢nyj
merydian. Elektronnyj naukovyj faxovyj zurnal. - UDK 930(477)"1941/1944":347.9(091) - s.5-24.

IMuakapenko LP. TTpasopi Ta KpyMiHamicTnuHi 1poGiieMn BUsIBIIEHHS 0Ci0, IO CIIPUSIOTH
BivichkOBiVt arpecii Pocii nporn Ykpaiamn. [Legal and forensic problems of identifying persons
contributing to Russia’s military aggression against Ukraine. Scientific-practical seminar
«Organizational and legal aspects of cooperation between law enforcement and judicial
authorities in the investigation of criminal offenses related to the military aggression of the
Russian Federation against Ukraine.»] Naukovo-prakty¢nyj seminar «Orhanizacijno-pravovi

Archives of Criminology and Forensic Sciences Nel(5). 2022



Legal And Criminal Profiling Issues Of Persons Supporting Armed Aggression In Ukraine

In fact, collaborators are traitors helping the aggressor and are
conspirators of the criminal actions of the Russian Federation.

The main “supplier” of Ukrainian collaborators became The Opposition
Platform (OPZZh) party. In recent years, OPZZh has become a key
pro-Russian force in Ukraine, and its leaders have turned out to be the
only domestic politicians regularly hosted by the Kremlin. It was the
representatives of this party who after the invasion of the Russian Federation
into the territory of Ukraine publicly agreed to cooperate with the occupiers,
acted as informants for the enemy army and actually adjusted the shelling
of critical civilian infrastructure. Having joined the enemy, OPZZh deputies
leaked information about the location of units of the Armed Forces, local
activists, entrepreneurs, members of the Territorial Defence Forces and their
families, and headed occupied towns and coutrysides.

Andrii  Shevchyk (Energodar), Kostiantyn Ivashchenko (Mariupol),
Anatolii Fomachevskyiin (Izium), Henadii Matsehora (Kupiansk) and others
have established direct cooperation with the occupiers. Ukrainian law
enforcement agencies record such cases of cooperation and initiate criminal
proceedings on treason and encroachment on territorial integrity'”.

The National Agency on Corruption Prevention (NACP) created a
database of 245 people who may be Ukrainian traitors for the Security
Service of Ukraine. As mentioned in the post on the NACP website, the list of
alleged collaborators and traitors will be expanded'®.

After the start of Russia’s military aggression against Ukraine, a
substantial number of materials appeared in Internet editions, television, other
mass media and social networks concerning signs of activities of diversion
intelligence groups (DIGs) and typical actions of population in countering
their activities and modern criminal-legal means of combating sabotage:
Ye.Marchenko, I.F Rolin, D.Snehirov, H.O.Spitsyna, I.R. Shynkarenko.

Analysis of publications in information networks allows stating that
depending on the coloration of activities of collaborators, most often they can
be:

- former senior officials of Ukraine (2010-2014) (Part 1, Article 111);

- former properly qualified servicemen;

-officials of defense facilities; self-government representatives of united
territorial communities;

- local residents of particular territories.

Methods of recruitment and infiltration in the territory of Ukraine:

- Ukrainian citizens recruited to be aggressive and “activated” at the
beginning of the full-scale invasion of Ukraine;

- representatives of DPR, LPR and Crimea;

- thanks to family ties;

- using the Russian social network Odnoklassniki;

- mercenary motives , etc.; '°

aspekty vzajemodiji pravooxoronnyx ta sudovyx organiv pid ¢as rozsliduvannja kryminal nyx
pravoporusen’, pov'jazanyx z vijs'kovoju ahresijeju RF proty Ukrajiny». Luhans'kyj Derzavnyj
Universytet Vnutrisnix sprav imeni E.O. Didorenka, 30 kvitnja 2022 roku (Dnipro). Dnipro:
LDUVS, 2022.s.7.

Pont H. Tornosni KonmaGopanTu kpainn. YoMy copaTHukm Mensenuyka, ceperi skux GaraTo
3pajHUKIB, TIPOJIOBXYIOTh icHyBaTu siK maptisi // HB. 2014. [The main collaborators of the
country. Why Medvedchuk’s associates, including many traitors, continue to exist as a party] NB.
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Abstrakt.  Unter  modernen
Bedingungen, die durch die
militirische ~ Aggression  der
Russischen Foderation auf dem
Territorium der Ukraine verursacht
wurden, unter denen das
russische Militdr eine Gefahr fiir
Atomanlagen auf dem Territorium
der Ukraine schafft, Zivilisten totet,
verstiimmelt und foltert. Besonders
relevant wird der  Einsatz
innovativer Profiling-Technologien
zur Kriminalitdtsbekampfung
unter Kriegsbedingungen. Seit dem
Einmarsch in die Ukraine zeichnen
sich russische Truppen dadurch
aus, dass sie die zivile Infrastruktur

beschieen, auf Krankenwagen
schiefen, Krankenhiuser,
Waisenhéuser, Wohngebzude,
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zerstoren. Ziel des Artikels ist es
daher, die bestehenden Probleme
bei der Verwendung der Profiling-
Methode zur Verhinderung,
Identifizierung und Beendigung
bestehender Bedrohungen fiir Staat
und Gesellschaft zu ermitteln, die
nicht nur fiir die Ukraine, sondern
auch fiir die meisten Linder der
Welt relevant geworden sind.
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DO AGRESJI ZBROJNEJ NA
UKRAINIE.

Adnotacja. w obecnych
warunkach spowodowanych
agresja militarna Federacji
Rosyjskiej na terytorium Ukrainy,
w ktorej rosyjskie wojsko stwarza
zagrozenie dla obiektéw jadrowych
na Ukrainie, zabija, rani i torturuje
ludnosé¢  cywilna. Szczegolnego
znaczenia nabiera wykorzystanie
innowacyjnej technologii
profilowania w zwalczaniu
przestepczosci w  warunkach
wojennych. Od czasu inwazji
na Ukraing wojska rosyjskie
ostrzeliwaly infrastrukture
cywilng, strzelaly do Kkaretek
pogotowia, niszczyly  szpitale,
sierocirice, budynki mieszkalne,
przedszkola i szkoty. Dlatego celem
artykulu jest okreslenie istniejacych
probleméw wykorzystania metody
profilowania do  zapobiegania,
wykrywania i zakoriczenie
istniejgcych zagrozen dla panstwa
i spoleczenstwa, ktére staly sie
istotne nie tylko dla Ukrainy, ale i
dla wigkszosci krajéw swiata.

Stowa  kluczowe:  regulacja
prawna, profilowanie,
profilowanie przestepcéw, portret
psychologiczny przestepcy,
kolaborant, zbrodnie wojenne.

Legal And Criminal Profiling Issues Of Persons Supporting Armed Aggression In Ukraine

With regard to the military aggression of the Russian Federation in
Ukraine, the issue of ensuring state security and defense requires sustained
special attention, analysis of international and domestic experience, creation
of new mechanisms for forecasting, assessing and adequately responding to
threats to the security of the state, society and an individual citizen. In this
connection, the issue of improving the complex of preventive and suppressive
measures to identify and prevent the above-mentioned threats with
maximum efficiency is particularly relevant. The world practice of preventing
terrorist threats and measures of social disobedience views profiling as an
efficient mechanism for detecting and preventing threats. This is confirmed
by experience of special services and units of such states as Israel, the United
Kingdom of Great Britain and Northern Ireland, the United States of America,
Turkey, the Swiss Confederation and others?°.

Profiling is a set of methods and techniques for assessing and predicting
a person’s behavior based on the analysis of the most informative features,
psychological profile of a person, appearance characteristics, non-verbal and
verbal behavior, location, etc.

For a more insightful understanding of profiling in martial law conditions,
we will consider the following areas of its application:

1. Creation of a criminal’s psychological and forensic profile. Generally
speaking, a psychological profile is a systematized list of a criminally
significant psychological information about a criminal’s personality compiled
according to a speciffic scheme.

Furthermore, psychological and forensic profile is the basis of the tactics
for carrying out any operative and detective measure, investigative action,
the use of other means of reviewing operative and detective versions.

2. The use of verification methods when conducting investigative actions
and implementing operative and detective measures. Verification is a set of
methods, techniques and ways of assessing testimony credibility based on
knowledge of personality psychology, verbal and non-verbal communication,
and assessment of individual characteristics of a person. Stemming from
the peculiarity of the verification goals, this method may be applied while
interrogation, search, investigative experiment by reproducing actions.
Verification is based on a visual psychodiagnostic technique which consists
in observing reactions of an interlocutor and analyzing them depending on a
particular situation and personality characteristics in communication.

Non-verbal means of communication are especially important for
psychodiagnostics of testimony, as it’s harder to control it. Non-verbal means
of communication are involuntary, in the majority of cases do not depend
on a person’s will and that is why they require immediate attention when
conducting investigative and procedural actions, operative and detective
measures, being one of the sources of accurate information.

3. Modernization of information systems of internal affairs bodies.
Creation of a uniform information base is one of the priority areas of using
a psychological and forensic profile of a person who has committed a
crime. It would include information about psychological and forensic
portraits of persons subject to criminal prosecution. Compilation of a
psychological-forensic portrait of suspects (accused) while investigating
criminal proceedings and entering these data into automated information

authorities in the investigation of criminal offenses related to the military aggression of the
Russian Federation against Ukraine.»] Naukovo-prakty¢nyj seminar «Orhanizacijno-pravovi
aspekty vzajemodiji pravooxoronnyx ta sudovyx organiv pid ¢as rozsliduvannja kryminal nyx
pravoporusen’, pov'jazanyx z vijs'kovoju ahresijeju RF proty Ukrajiny». Luhans'kyj Derzavnyj
Universytet Vnutridnix sprav imeni E.O. Didorenka, 30 kvitnja 2022 roku (Dnipro). Dnipro:
LDUVS, 2022. 5.7.

Tuxonenko O. O. Mexanismn npodaruiinry B ccepi BusBIeHHS 3arpo3 B JiepKaBHin Oesneri
[Profiling mechanisms in the field of detection of threats to state security] : dys. ... kand. nauk z
derz. upravlinnja : 25.00.05 / Nac. un-t cyvil'noho zaxystu Ukrajiny. Xarkiv, 2021. 287 s.
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systems will enable to efficiently use received information in case of double
prosecution of these persons. Recording the behavioral and psychological
characteristics of criminals will not only allow enhancing the capacities of law
enforcement agencies while solving and investigating crimes but also help in
the implementation of the preventive function of the law enforcement system,
etc.?!

4. Profile application in the field of information security is holding
significant promise. The human factor is the main cause of threats to
information security (74% of cases according to the Ponemon Institute). And
it is the task of security services to address these threats.

In the activities of information security services, the greatest effect is
ensured by risk forecasting, and not by documenting violations and holding
official investigations. For this purpose, User and Entity Behavioral Analytics
(UBA/UEBA) behavior analysis technologies are used: it is a class of systems
that help to create user behavior models based on data set about them and
IT equipment depending on machine learning algorithms and statistical
analysis. Log files of network and server components, security system logs,
logs from end stations (systems), data from authentication systems and
content of mail messages, messages in messengers and social networks can
be used as source data for these systems. These systems study user behavior
and record changes in habitual behavior.

However, automated profiling focuses not on actions but on personal
characteristics of users using texts of their work correspondence. From these
texts, a selection of fragments is made indicating individual features of users’
language?2.

With the development of scientific and technological progress, the
aggressor state makes greater use of the Internet that helps to access
unlimited potential audience regardless of geographical location, ensures
high speed of information transfer, and at the same time, complicates
monitoring by law enforcement agencies of Ukraine. The Internet is an
effective way to influence population. Activities of the Russian Federation on
the Internet are aimed at recruiting new members (from among the extremist
youth), to mobilize supporters who play a significant role in supporting the
armed aggression of the Russian Federation against Ukraine?*. That is why
the application of profiling in the field of information security is becoming a
highly relevant technique.

Thus, directions of using criminal profiling are non-exhaustive since
informational and technological development conditions their further
advancement, helping to study this issue in the future.

In conditions of war with the Russian Federation, which seized part of
Ukrainian territory and continues to commit aggressive actions threatening
national security, operative units must master and apply any modern methods
of combating criminals, including war criminals, terrorists, saboteurs, etc.

For example, in view of anti-terrorist analysis goals, a profiler psychologist
emphasizes three main duties: 1) to establish and determine conditions
that will contribute to the development or expansion of terrorist activity of a
particular group;

2) quickly evaluate changing conditions affecting both the behavior of
individual terrorists and anti-terrorist methods to control them;

2 Bonpmpesa K. 0. Metoz mpodartinry y npaxruiyi 6oporsou 3i snmounasicTio [The method of

profiling in the practice of combating crime] Odesa. - 36 s. |

2 3awek O. I, Hpyuek IO.I 3acrocysanmsi mpodavutinry s mpoTuzii KibepsioumHHOCT.

CorriasibHo-11paBosi cryii. 2020. Buryck 4 (10). . [Application of profiling to combat cybercrime.]
Social ' no-pravovi studiji. Vypusk 4 (10). 5.94-100.

.B. Teopernko-mMeTomosioriudi  3acafgy IOHSTTS “MDKHApOIHOTO TEPOPU3M
2 T6 3B. T “ g

Enextponne “JlepxaBHe yIIpaBJliHHS: yjocKoHajleHHs Ta po3suToK’ [Theoretical and
methodological principles of the concept of «international terrorism»] Elektronne “Derzavne
upravlinnja: udoskonalennja ta rozvutok” - UDK 336.71 - DOI: 10.32702/2307-2156-2021.2.3.
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3) predict further terrorists’ course of action.

As a result, it is hard to overestimate the role of a specialist who will
provide timely assistance to opertaive units in identifying potential threats
and dangers as possession of basic skills by operative employees would help
them quickly estimate the operative detective situation.

Using profiling as an additional tool in prevention and counteraction of
crimes, it is possible to accumulate trace information from crime scenes
(violations of state border) and to determine psychological characteristics of
criminals, to identify signs of serial nature of crimes committed in different
places (murder and violence against civilians, looting); compilation of a
psychological profile of a war criminal (profiling) to identify potential suspects
(descriptive characteristics) and analysis of patterns that may help to forecast
future crimes and/or possible victims (criminals’ prognostic profiling), first
and foremost in fight against Russian militaries?.

Conclusions. History has demonstrated that a state which territory
becomes occupied somehow faces collaborationism and similar social and
political phenomena. The incontrovertible fact is that the only reason for
the occurrence of such phenomena in the territory of modern Ukraine is the
aggression of the Russian Federation against it.

At the same time, it directs attention to the basic prerequisites that
ultimately ensured a temporary success of the operation against Ukraine with
further relative prevalence of collaborationist behavior.

1. Prolonged and planned preparation for occupation (external factors).

2. Peculiarities of social and political development of pre-war Ukraine
(internal factors).

3. The post-Soviet legacy and adherence to the ideology of the Russian
world (historical and ideological factors)?>.

It is painful to admit, but “betrayal geography” is quite impressive: we
used to thinking that the Russian Federation was looking for agents among
“traditionally pro-Russian” people at our eastern and southern territories.
But already dozens of the enemy agents who were conscious or recruited
through blackmailing have been detained in almost all regions of Ukraine.
For a particular reward, they exchange data with the enemy about the state
of our economy and infrastructure, movement of troops, social and political
attitudes, set “beacons” for Russian missiles and saboteurs?6.

Challenges faced by Ukraine condition the need for regulatory
consolidation and the use of profiling by special services and units in order
to solve tasks related to ensuring state security and defense. In view of the
above, one of the leading directions in tackling this issue is the developement
of profiling technique helping to identify threats to the state’s security at an
early stage, thus preventing their realization, which determines the relevance
of research on the chosen topic.

For the theoretical and methodological understanding of state regulatory
mechanisms of functioning and ensuring state security and protection of
public order.

2 Hvurpuk 0L, Kongpariok O.B. ITpodarmiHr y [isyIbHOCTI OllepaTMBHUX Iifposiiis. //

ComiasmbHo-TIpaBoBi crymii - 2021[Profiling in the activities of operational units.] Social'no-
pravovi studiji. - Vypusk 3 (13) - 5.95-100.
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phenomenon in modern Ukraine (Criminal law aspects)]: nauk. narys. Sjeverodonec’k. -121s.
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Mynperumeniiaa mwiatdopma iHomopnenHs Ykpainu YKPIHOOPM [Ukrainian «butsegarni»
are quickly replenished by traitors and collaborators.] Mul tymedijna platforma inomovlennja
Ukrajiny UKRINFORM. https:/ /www.ukrinform.ua/rubric-society / 3457743-ukrainski-
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