Nikolay Shelukhin

Ivan Kharaberiush

Olga Gromova

The Place of Cyber-Terrorism Countermeasures in the System of Criminological
Security of Enterprises of the Aerospace Industry of Ukraine

DOI: https://doi.org/10.32353/acfs.4.2021.05
UDC 343.983:614.841

Nikolay Shelukhin,

Professor, Chair of Law and Public Administration, Mariupol State University, Doctor of Law,
Professor, Mariupol, Ukraine

ORCID: https://orcid.org/0000-0002-3197-9659

Google Scholar: https://scholar.google.com.ua/citations?user=YLJ1-v4AA A AJ&hl=ru

Scopus: https://www.scopus.com/authid/detail.uri?authorld=57209683888

e-mail: shelukhin2004@inbox.ru.

Ivan Kharaberiush,

Professor, Chair of Law and Public Administration, Mariupol State University, Doctor of Law,
Professor, Mariupol, Ukraine

ORCID: https://orcid.org/0000-0002-4968-5421

e-mail: hif52.04@gmail.com

Olga Gromova,

Independent researcher, Ph.D. in Law,
Vishnevoe, Ukraine

e-mail: hromova.o.n.2016@gmail.com

The Place of Cyber-Terrorism Countermeasures
in the System of Criminological

Security of Enterprises of the Aerospace
Industry of Ukraine

Counteraction to cyberattacks on enterprises of the aerospace industry
of Ukraine is considered within the framework of theories and institutions
of criminological science. The place of cyber-terrorism counteraction in the
system of criminological security of enterprises of the aerospace industry of
Ukraine has been determined. The general characteristics of the elements of
the system of criminological security of the enterprises of the aerospace in-
dustry in Ukraine are highlighted. It is emphasized that cyber-terrorism coun-
teraction is the main component of the system of criminological security of
enterprises of the aerospace industry in Ukraine. The concept of criminolog-
ical security of aerospace enterprises is given, the system of this security and
its components are disclosed.

Keywords: system of criminological security, countering cybercrime,
aerospace industry, cyberattacks, victimological prevention.

Introduction

During total globalization, the global economic crisis and the spread of
coronavirus infection, the challenges and threats faced by Ukraine and the
entire world community are largely associated with the rapidly growing role
of information and communication technologies. Their widespread use today
is not only a guarantee of technological progress and the successful develop-
ment of society, but also the reason for the high degree of human addiction
to the security of the information and communication sphere. With the de-
velopment of information and communication technologies, the methods of
committing crimes in the field of high technologies are also developing. The
commission of crimes using digital technologies is already an obvious fact,
the number of these crimes has become widespread in recent years. These
types of crime primarily include crime with the use of virtual assets (crypto-
currency), crime in the field of intellectual property, in the context of digital
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transformation, economic criminality, crime in the illegal circulation of nar-
cotic drugs and psychotropic substances, extremism and terrorism'.

In the 80s of the last century, exploring the tendencies of the transition of ter-
rorism from the physical to the virtual world and the convergence of threats in
this world, Barry Collin, senior researcher at the Institute for Security and Intelli-
gence, proposed a new concept of “cyberterrorism”. Currently, cyberterrorism
is understood as a set of illegal actions in cyberspace that threaten the state se-
curity, individuals and society. The main goal of cyberterrorism is to influence the
solution of social, economic and political problems?>.

The issues of countering cyberterrorism are discussed almost in all ma-
jor international forums. The World Economic Forum 2018 report noted that
cyberattacks have become more dangerous and widespread (occupying the
third position in the ranking of the most probable threats to the national and
global economy) and are comparable to fraud in a technological aspect*. Ex-
perts associate cyberattacks with such possible incidents: interruptions and
even disabling of critical information infrastructure; errors and failures of fi-
nancial mechanisms or institutions; terrorist attacks; various types of fraud,
theft and misuse of data of individuals and/or legal entities, documents of
commercial or government importance.

Some experts are inclined to believe that the energy and telecommunica-
tions industries and aviation control facilities are more susceptible to terrorist
cyberattacks. Published documents highlight the importance of this issue:
Pathways Towards a Cyber-Resilient Aviation Industry World Forum Report?,
International Civil Aviation Organization Cybersecurity Action Plan®, ICAO
Cybersecurity Strategy’, decision of the 13th Air Navigation Conference “Im-
proving the concept of cybersecurity in aviation” & etc.

Literature Review

A fairly large number of studies in various fields of science: natural, tech-
nical, social and public have been devoted to the issues of countering cy-
ber-terrorist attacks on critical infrastructure facilities, including aviation.
Scientists from various countries and schools were involved in developments
in this area of knowledge. The most complete contribution to the socio-hu-
manitarian block of research in the field of cyber-terrorism countermeasures
against critical infrastructure objects was made by such scientists as: J. Allen,
V. P. Babak, P. D. Bilenchuk, M. O. Belyaev, S. S. Boskholova, S. A. Gnatyuk,
V. A. Golubev, A. A. Korchenko, J. McHugh, E. Metropoulos, V. O. Maxi-
mov, O. O. Mitrofanov, M. V. Shevchenko, S. V. Karpenko, A. Kh. Korch-
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E. g., Fighting against cybercrime: problems and prospects in Ukraine and the world / Andrii
Borko, Vadym Nehodchenko, Olena Volobuieva, Ivan Kharaberiush, Yevheniia Lohvynenko //
Journal of Legal, Ethical and Regulatory Issues. 2019. Vol. 22, Special Issue 2. Financial and legal
regulation of electronic money circulation in developed countries / Semen Stetsenko, Olena Yu.
Syniavska, Mykola L. Shelukhin, Serhii Lukash, Yevhen Barash // Journal of Legal, Ethical and
Regulatory Issues. 2019. Vol. 22, Special Issue 2.
2 Collin B. The Future of Cyberterrorism. Crime & Justice International Journal. 1997. Ne 13 (2).
P.15-18.
IInoros B. V1., Muxawios [1. M., Tlemanos B. A. Yrposs! TeppopusMa B yC/IOBUSIX 1IN POBOTL
TpaHcdOpMaLY MVIpa ¥ Iy TH 3aIllUTEl OT HuX. ['yMaHuTapHble Hayku. BectHyk ®yHaHCOBOrO
yamBepcurera. 2020; 10(1):14-20. DOI: 10.26794/2226-7867-2020-10-1-14-20
* World Economic Forum. URL: https:/ /www.weforum.org/
Tlytn x kubepycrovramsont asuanyonson orpacim. URL: https:/ /www3.weforum.org/docs/
WEF_Pathways_Cyber_Resilient_Aviation_2021.pdf
[Tnan pevicTeuit 10 obecriedeHmio KubepOesormacHoCTH MeXTyHAPOIHOV OpraHM3alm
rpaXaaHckou asmanyy, oryoimmkosaHo 5 HosOpsi 2020 ropma. URL: https://m.favt.gov.ru/
public/materials//1/7/e/3/b/17e3bdfb0c48411080846e9b7116f8aa.PDF
Crparerns IKAO B obractu kubepbesonacHocTy, npuHsaTo Ha accam6Oren 40 ceccrm IKAO
25.06.2019 royra. URL: https://www.icao.int/Meetings/a40/Documents/WP/wp_028_ru.pdf
CoseprrieHcTBOBaHIMe — KOHIleIImu — KubepOesomacHoct B aBuanmi.  Permenme 13
AsponapurarnyionHont KoHdepenum. Monpeans, Kanaga, 9-19 oxrsbpa 2018 rom. URL:
https:/ /www.icao.int/ Meetings/anconf13/Documents/ WP/ wp_042_ru.pdf
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MECTO
KUBEPTEPPOPVYICTUYECKOIO
IMPOTUBOIEVNCTBWSI

B CUCTEME
KPYMWMHOJIOTMTYECKOM
BE3OITACHOCTU
TMPEONIPVISITU
ADPOKOCMMUYECKOWM
OTPACJIVI YKPAUHBI

AKTyabHOCTh viccITeIoBa-
HUSA:  aKTyaJbHOCTb  VICCIIeIlyeMovt
pobiiembl 00ycIIOBIIeHa ITOTpeGHOC-
TBIO B PacCMOTPeHMsI TTPOTUBOJIEV-
crBusi KubepaTakaM Ha IIpeIIIpu-
ATUAX  a9POKOCMIYECKOV  OTpacin
VkpauHbl B pamMKax Teopwyt M WH-
CTUTYTOB KPUMWIHOJIOIMYECKOV Ha-
YKu.

Lenb wccneioBanmst: 11eJ1b  CTa-
TBY 3aKJIIOYAeTCsl B ysSICHEHMM MecTa
K1OepTeppOpUCTIYeCcKOro  IIpoTu-
BOJIEVICTBUSI B CUICTeMe KPVMMUHOJIO-
rudecKkovt 6e30racHOCTH IIpefmpy-
SATUV  @9POKOCMUYECKOVT  OTpacsin
YKpaumb1, BeIeIleHuy ¥ o0TIers xa-
PaKTepUCTUKN 3JIeMEHTOB CUCTeMbI
KpVIMV[HOJ’IOFI/I‘IeCKOVI GesoracHOCTM

TPeANPUATUT  a3POKOCMIUYECKO
oTpaciy YKpauHbL
MeTospl  MICCIIEIOBAHAST: Bey-

VMY OOITIeHay IHBIMVT  METOTIaM¥
VICCJIEIOBAHWS JTaHHOV ITPOGIIeMBI
SIBJISIFOTCSL aHaJIN3 JIMTepaTypsl 110
mpoGrileMe  ITPOTWMBOMEVICTBUSA KU~
GepripecTynHOCTY;  Kilaccuduiiy-
poBaHue - ysCHeHUe 3JIeMeHTOB
obecrievenst KPVIMMHOJIOTTIYec-
Kovi 0e30I1aCHOCTW TP PUATIV
A9POKOCMMUECKOVE OTPaciIv; aHajio-
TUV; M3ydeHMe M 00OOIIeHMs CBe-
JIeHUN.

Pesynpratel  ucciiefopanus: B
CTaThe JIaHO TIOHSATVIE KPVIMMHOJIO-
rudeckovt 0e30I1acHOCTY IIpeIpu-
ATUV  adPOKOCMUYECKOVT  OTpaciiv;
packpeITa crcTeMa 3Tovi Gesormac-
HOCTW U ee COCTaBJISOIIVE; YSCHeHO,
uTO KMbepTeppopuCTIYecKoe IIpo-
TUBOJIEVICTBYE SIBJIS€TCS  OCHOBHOT
COCTaBJIAIOIIEN CUCTeMbl KPUMIHO-
JIOrMUeckovt  0e30IacHOCTU  IIperi-
TIPUISATUI a3POKOCMMYECKOV OTpac-
J1 YKpauHbL

TTpakTmueckas 3HAYMMOCTB:
MaTepuaibl aHHOW CTaTbi MOTyT
ObITh TI0JI€3HbI [1J1s1 ITperioiaBaTestert
KPVIMVHOJIOTMV  BBICIIMX yueOHBIX
3aBeleHNVl, MTPaKTUYeCKUX KPUMM-
HOJIOroB, PabOTHMKOB  IIpefrpu-
SATUM  a9POKOCMUYECKOV  OTpacsiv
YKpanHbl, 3aHUMAIOMIMXCS TPOTU-
BOLEVICTBUIO KNOePIIPeCTy ITHOCTI.

Kitouesble cjioBa: crctemMa Kpu-
MVIHOJIOTTYeCKOV GesorracHOCTY,
IPOTUBOIENICTBIE  KubeprrpecTyI-
HOCTW, a’pOKOCMIYecKasl OTpaciib,
KnbepaTaKa, — BUKTVMOJIOTITYeCKast
npodIakTrKa.
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enko, A. Christie, O. V. Orlov, M. I. Panov, J. Pickel, J. Platt, E. V. Patsyra,
H. O. Spitsyna, I. A. Tereykovskiy, V. P. Kharchenko, Yu. B. Chebotarenko,
V. Yu. Shepitko, O. V. Shesler, N. E. Filipenko, V. Fiten, I. Ya. Friedman et al.

In recent years, new developments and opinions have appeared on the
organization of preventive measures in the field of computer technology,
priority areas of law enforcement, the process of reforming the regulatory
framework for countering cyberterrorist attacks, and so on. In the
development of the basic provisions on cyberterrorism countermeasures
at critical infrastructure facilities, a number of monographic works have
been published in recent years, these are, first of all: “Predictive modeling
of computer virus epidemics”, “International security, strategic stability
and information technology”, “Countering cyberterrorism in digital era
“ “Cyberwar: the law and ethics of virtual conflicts”, “Counterterrorism.
Ethical issues”, monographs-yearbooks “Information security in critical
infrastructures” for 2017-2020° and others, which summarize the results of
recent studies in various areas related to the safe and efficient operation of
critical infrastructure facilities.

It should be emphasized once again that scientists and practitioners from
all over the world are involved in the fight against cyberattacks (digital crime,
cyber terrorism, cyber crime'®.

At the same time, despite a significant amount of doctrinal and practical re-
searches in the field of countering cyberattacks on critical infrastructure facilities,
the studies of the above scientists did not exhaust this problem, but, on the con-
trary, outlined a number of new theoretical and practical problems that require
their solution. From the point of view of criminal law policy, the task of determin-
ing the place of cyber-terrorism countermeasures in the system of criminological
security of enterprises in the aerospace industry of Ukraine has not been studied
before, which determines the necessity and relevance of this work.

Main Content Presentation

a) The concept of criminological security of enterprises of the aerospace
industry in Ukraine.

An analysis of the research of scientists-criminologists, their judgments
about the concept, subjects, tasks and structure of modern criminology as
a science indicates that at present, within the framework of the science of
criminology, a large number of new theories and institutions have appeared,

° E. g, IIporHocTiute MOJIeIIOBaHHS KOMIT IOTePHIX BipyCHNMX erimemiit: MoHorpadis / Illes-

ugenko B. JI., Hecrepenko O. B., Herecin 1. €., llesuenxo A. B. Kuis : YxpHILI PIT, 2019. 152
c.; MexyyHaposiHasi 6e3011acHOCTb, CTpaTernyeckasi CTabWIBHOCTh M MH(OPMAIIMOHHbIE Tex-
Hostorvu / otB. pep. A. B. 3aropckun, H. IT. Pomamknaa. M.: IMDMO PAH, 2020. 98 c.; Cre-
nanos O. ITpoTtusosericteue kubepreppopusmy B nmdposyto srmoxy M. : IOparr, 2021. 103 c.;
Berurie V. P. ITpecrytuienns B cdpepe obpainenus imdposovt madopmanmm / V. P. Bernies,
V. V. bukees - Kasanb: Msg-so «IlosHanme» KaszaHcKoro MHHOBAI[MOHHOIO YHMBEpCUTe-
Ta, 2020. 300 c.; Cyber War: Law and Ethics for Virtual Conflicts / Jens David Ohlin, Kevin
Govern, and Claire Finkelstein, Oxford Scholarship Online, 2015. DOI: 10.1093/acprof:o
50/9780198717492.001.0001; Counter-Terrorism. The Ethical Issues / Edited by Seumas Miller.
Open access books. 2021, 224 p.

0 E. g., Robert J. Bunker, Terrorism Futures: Evolving Technology and TTPS Use (Indianapolis,
IN: Xlibris/A C/O Futures Pocketbook, 2020), 160 pp.; Gus Martin, Understanding Terrorism:
Challenges, Perspectives, and Issues [7th Edition] (Los Angeles, CA: SAGE, 2021), 592 pp.;
Douglas Pratt, Religion and Extremism: Rejecting Diversity (New York, NY: Bloomsbury
Academic/An Imprint of Bloomsbury Publishing Plc., 2018), 208 pp.; Jez Littlewood, Lorne L.
Dawson, and Sara K. Thompson (Eds.), Terrorism and Counter-Terrorism in Canada (Toronto,
Canada: University of Toronto Press, 2020), 352 pp.; T'opienesa V1.A., Tonbiiesa O.JO. Ocoben-
HOCTM TIPOTVBOJIEVICTBYS TIPECTYIUIEHMSIM KNOepTeppOpVICTIYeCKOVE Hallpas/ieHHOCTH (3apy-
Gexrpiit onbit) / ViprHa ApkasbesHa 'oprenesa, Onbra IOpbesHa I'osbliesa / / KpumuHorio-
rudeckmit xypHait, 2019. -Ne3. - C.10-16; Hasapos, B. J1. Mex1y HapOqHbIV OIIbIT IIPODVIIaKTUKN
sKcTpemmsMa : [y4eb. mocobue] / B. JI. Haszapos, E. B. Ocurruykosa. - Ekarepun0Oypr : V3-s0
Vpa. yH-Ta, 2015. - 248 c.; DKCTpeMMU3M U TeppOpM3M B KMOEPIIPOCTPAHCTBE: YIPO3bI MUPY U
GesoracHocTH yesoBeuecTsa: COOPHMK cTaTevt 1o uroram III Bcepoccuvickort cTyqeH4ecKon Ha-
YUHOIIPAKTMYECKOVI O4HO-3a04HO BuieokoHdepentym / mof per. B.A. Masyposa, M.A. Cra-
pomy6uesont. - baprayir: Vsn-so Anr. yu-Ta, 2020. - 203 c.
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which sometimes go far beyond the study of crime. Moreover, so far that an-
ti-crime researches turn into research on the motives of crime - in the field of
anthropology, etiology, social sphere, ecology, family relations, mass com-
munications, medicine, sports, religion, etc. Due to the absence in criminol-
ogy as the science of unambiguous definitions of the first row (concept, sub-
ject, tasks, structure), derivative definitions are also a subject of discussion!!.
One of these definitions is the concept of “criminological security”. The con-
cept of “criminological security” is essentially multi-vector, along with such
fundamental concepts of criminology as: crime, delinquency, crime rate, etc.
The concept of “criminological security” was formulated by legal scholars
representing the Eastern school of law and introduced into circulation in the
countries of the former USSR and Eastern Europe'.

In modern criminology, there are several approaches to defining the con-
cept of “criminological security”. Initially, when this concept was introduced
into scientific circulation, “criminological security” meant the security of the
object of protection. So the founders of the introduction of the “criminolog-
ical security” concept into scientific circulation: M.P. Kleymenov and A.V.
Artyomov, M.M. Babaev, V.A. Pleshakov defined it as an objective state of
protection of vital and other essential interests of the individual, society and
the state from criminal encroachments and threats of such encroachments,
as well as people’s awareness of their security. Realizing at the same time that
threats are criminal activity in all forms!'3.

In our opinion, G.A. Avanesov explains the concept under study more
logically and correctly. He believes that the concept of “criminological secu-
rity” is identical with the set of measures to prevent criminal encroachments
and this concept is understood as “the set of political, ideological, economic,
socio-psychological, legal and other measures developed and implemented
by the competent state and public structures, as well as citizens, to prevent
criminal encroachments on the rights of the individual, society, state”!.

Given the high degree of threats posed by the destabilization of the activi-
ties of the aerospace industry, based on and logically continuing the research
by M.P. Kleymenova, A.V. Artyomova, M.M. Babaeva, G.A. Avanesov, we
come to the conclusion that the criminological security of enterprises of the
aerospace industry should be understood as the protection of these enter-
prises from threats aimed at destabilizing their activities by implementing a
set of measures of a different nature: technical, political, ideological, econom-
ic, socio-psychological, legal, etc.

b) The system of criminological security of enterprises of the aerospace
industry of Ukraine and its components.

In order to timely and properly respond to the criminological challenges
of our time that threaten the security of enterprises in the aerospace industry
in Ukraine, it is necessary to have a clear understanding of the system for
ensuring the criminological security of these enterprises.

As mentioned above, the system for ensuring the criminological secu-
rity of the aerospace industry is the set of measures used in the process of

" Mlenyxnma HJL. O MHOXeCTBEHHOCTV IIpefiMeTa KpvMuHoiorvu // AkryasbHi mpobiemu

Hayku Ta ocBuTi: 30ipHUK Marepiasip XXII mijgcyMKoBoi HayKOBO-ITPaKTMYHOI KOH(epeHIIil
suxiagauis MAY. Mapiynons: M1V, 2021, C. 68-70.
2 Shelukhin N.L, Shelukhin AN, On the feasibility of introducing the specialty of criminology and
crime prevention at law schools Russian journal of criminology 2019, 13 (5), 707-717
E. g, Babaeb M.M. Ilepenesr COGCTBEHHOCTM ¥ KPUMMHOJIOIMYecKas Oes3oracHoCTh //
CoBpeMeHHbIe Pa3sHOBUIHOCTY POCCUVICKOVI Y MUPOBOV IIPECTYITHOCTI: COCTOSIHE, TeH/IeHIIN,
BO3MOXXHOCTY M TepCIIeKTUBBI ITPOTHBOericTBus : 6. Hayd. Tp. Caparos : Careumt, 2005. C.
172-180.; Knevimenos M.I1., Apremos A.B. TlpensuiieHvie KpUMIHOIOIMYeCKOVI Ge30I1acHOCTI
// Bectnuk Omckoro yausepcutera. Cep. ITpaso. 2004. Ne 1. C. 113-115.

Kpumunomnorns : yueb. / mop pep. I'.A. Asanecosa. M. IOnuTH-/Iana, 2012. 575 c.
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MICIIE
KIBEPTEPOPMCTMYHOT
IIPOTMIII B CUCTEMI
KPMMIHOJIOTTYHOT
BE3IIEKM IIIAIIPMEMCTB
AEPOKOCMIYHOI TAJTY3I
VKPAIHU

AKTyasbHICTh JIOCIII/IKeHs: aK-
TyaJIbHIiCTh  JIOCITIKYBaHOI  ITPO-
Gremy  3ymoBiieHa T10TpeboO B
posrmszi nporuii Kibeparakam Ha
i ATPUEMCTBAX AaePOKOCMIUHOI ra-
Jysi YKpaiHu B MeXXax Teopit Ta iH-
CTUTYTiB KPUMiHOJIOTiYHOT HayKML.

Merta gocitiyKeHHs: MeTa CTaTTi
ToJIsTae B 3siCyBaHHI MicIis Kibep-
TePOPUCTUYHOI IIPOTU/III B cucTeMi
KpuMiHosIoriunoi  Gesmekm  Imiji-
TIPUEMCTB  a@pPOKOCMIiUHOI  rasrysi
Vkpainu, BupigeHHi Ta 3arajabHin
XapaKTepUCTUIIi eJIeMeHTiB cucTe-
MW KpWMiHOIOTigHOI Oe3mekn Tmi-
OPUEMCTB  aepOKOCMIUHOI  rajrysi
Vxpaiumn.

Meromy AOCITiIKeHHS: ITPOBi-
HUMW 3arajlbHOHayKOBMMM MeTO-
JIlaMU JIOCITIIKeHHsT 11i€i TTpobiemu
€ aHajii3 JiiTeparypu 3 mpoOGiemu
pOTHIii Kibep3sI0uMHHOCTI; Kytacu-
dixyBaHHA - 3'ACyBaHHs eJIeMeHTiB
3abe3rneueHHs KPUMiHOJIOTigHOT
GesreKku IiIIIPUEMCTB aepOKOCMiu-
HOT rajTysi; aHaJsIoTii; BUBUEHHS Ta
y3araJlbHeHHsI BiJIoMOCTe1.

Pesynbrar  pgocinipgkeHHs: y
cTaTTi HaBeIeHO IMOHATTA KpVIMiHO-
JIOTTYHOT OesreKy IIpUeEMCTB ae-
POKOCMIiUHOT rajlysi; po3KpuUTo cuc-
Temy 1€l Gesrexu Ta ii CKIIaHUKY;
3’sicoBaHoO, 10 KibepTepopucTmdHa
MPOTWJIisl € OCHOBHOIO CKJIaZIOBOIO
CUCTeMN KPUMIiHOJIOTIYHOT Oe3rexn
HiIIPUEMCTB a@POKOCMIUHOI rajrysi
Vkpainmn.

HpaKTI/I‘IHe 3HaYeHH: MaTepia-
JIVL LTH€T CTaTTi MOXYThH Oy TV KOpUCHi
IS BUKJIaJadiB KPUMiHOJIOril BU-
VX HaBYaJIbHUX 3aKjlafiiB, Mpak-
TUYHUX KPUMIHOJIOTIB, ITpalliBHU-
KiB MiIOPUEMCTB  aepOKOCMIYHOI
raimysi YkpaiHw, sKi 3aiiMaroThcs
MPpOTHIi€Io KiGep3/109MHHOCTI.

KirouoBi cjioBa: cucrema Kpu-
MiHOJIOTiuHOI  Ge3rekn, ITPOTHIist
KiGepsiounHHOCTI, aepokocMiuHa
rajiysb, Kibeparaka, BiKTMMOJIOTiU-
Ha mpodiakTKa.

https//archive-criminology.com.ua/index.php/journal
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DER STELLENWERT VON
CYBER-TERRORISMUS-
GEGENMASSNAHMEN

IM SYSTEM DER
KRIMINOLOGISCHEN
SICHERHEIT VON
UNTERNEHMEN IN DER LUFT-
UND RAUMFAHRTINDUSTRIE
DER UKRAINE

Die Aktualitit der Forschung:
Die Relevanz des untersuchten
Problems ergibt sich aus
der Notwendigkeit, Cyber-
Terrorismus-Gegenmafinahmen
im Rahmen der Theorien und
Institutionen der kriminologischen
Wissenschaft auf Unternehmen der
Luft- und Raumfahrtindustrie in
der Ukraine zu priifen.

Das Ziel der Forschung: Der
Zweck des Artikels ist es, den
Stellenwert von Cyber-Terrorismus-
Gegenmafinahmen im  System
der kriminologischen Sicherheit
von Unternehmen der Luft- und
Raumfahrtindustrie der Ukraine zu
klaren, die Elemente des Systems
der kriminologischen = Sicherheit
von Unternehmen der Luft- und
Raumfahrtindustrie in der Ukraine
hervorzuheben und zu bezeichnen.

Forschungsmethoden:
Die fiihrenden allgemeinen
wissenschaftlichen
Forschungsmethoden zu diesem
Problem sind die Analyse der
Literatur ~zum  Problem der
Bekampfung der Cyberkriminalitat;
Klassifizierung - Verstindnis der
Elemente zur Gewihrleistung
der kriminologischen Sicherheit

von Unternehmen in der Luft-
und Raumfahrtindustrie;
Analogien; Erforschung
und  Verallgemeinerung  von
Informationen.
Forschungsergebnisse: Der
Artikel gibt das Konzept der

kriminologischen Sicherheit von
Luft- und Raumfahrtunternehmen
wieder; das System  dieser
Sicherheit und ihre Komponenten
werden offengelegt; es ist geklart,
dass die Bekdmpfung des Cyber-
Terrorismus die Hauptkomponente
des Systems der kriminologischen
Sicherheit von Unternehmen der
Luft- und Raumfahrtindustrie in
der Ukraine ist.

Praktische Relevanz: Die
Materialien dieses Artikels
konnen fiir Kriminologielehrer
an Hochschulen, praktische
Kriminologen, Mitarbeiter ~von
Unternehmen der Luft- und
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protecting the stability of the aerospace industry from various criminological
threats.

The elements of this system include:

first, the subjects of criminological security are enterprises of the
aerospace industry;

second, measures of a technical, political, ideological, economic, socio-
psychological, legal and other nature aimed at creating conditions that
exclude or impede the negative impact of criminological threats on protected
objects;

third, scientific, financial, material, technical and other support for the
implementation of these measures;

fourth, applied scientific and technical developments;

fifth, combating corruption in all its forms.

The task of the system of criminological security of enterprises in the
aerospace industry of Ukraine is to ensure sustainable, rhythmic functioning
of the above-mentioned enterprises, as well as to maintain a continuous, high
level of their protection from criminological threats.

The subjects involved in ensuring the criminological security of enterprises
in the aerospace industry include: directly the enterprises themselves and the
associations of these enterprises represented by security services; power
structures of the state, ensuring their security, represented by the Security
Service of Ukraine, the National Police, the Foreign Intelligence Service,
the Main Intelligence Directorate of the Ministry of Defense of Ukraine;
government; other organizations that have the rights and responsibilities, as
well as the means and capabilities to ensure the criminological security of
enterprises in the aerospace industry, its individual elements.

The system for ensuring the criminological security of enterprises in the
aerospace industry of Ukraine implies three main types of activities carried
out by these entities:

- impact on criminological threats;

- protection of relevant objects from criminological threats;

- victimological prevention aimed at ensuring the criminological security
of a potential victim. The objects of this line of activity are often persons
holding managerial positions at enterprises of the aerospace industry, as well
as employees of these enterprises who have information with a limited access
regime.

Impact on criminological threats involves active actions of subjects aimed
at direct influence on this or that criminological danger that threatens aero-
space enterprises. The impact on the criminological threat is realized through
its direct elimination, neutralization of its negative impact on the protected
objects, as well as the impact on the causes and conditions that contribute to
strengthening the positions of this threat. The active impact on criminologi-
cal threats will be observed, for example, during the implementation of a clear
social and legal policy of the state aimed at stabilizing the current legislation
and its anti-corruption orientation; concentration of the most important sci-
entific and technical developments at enterprises and institutions of the state
form of ownership; development of clear regulation of production and other
processes, etc.

In turn, the protection of aerospace enterprises from criminological
threats implies a more passive model of behavior and implies the direct pro-
tection of protected objects from threats of a criminal and criminogenic na-
ture, as well as protection from those negative consequences that may occur
as a result of the impact of these threats. In addition, the criminological pro-
tection of aerospace enterprises includes activities to minimize and eliminate
the already occurring negative consequences for the objects of protection.
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The type of activity to protect aerospace enterprises from criminological
threats will be, for example, the filing of income declarations by all senior em-
ployees of the aerospace industry, establishing a special procedure for their
travel abroad, and avoiding conflicts of interest among industry workers.

c) Cyber-terrorism countermeasures as the main component of the
system of criminological security of enterprises in the aerospace industry of
Ukraine.

Cyber-terrorism countermeasures can be most comprehensively and fully
described from the point of view of criminology, since it is criminology that
studies all areas of combating crime: criminal law, economic, psychological,
social etc.'.

Analyzing cyber-terrorism measurements as a component of the sys-
tem of criminological security of the aerospace enterprises, it is necessary
to understand the direction of these measurements. The applied focus of cy-
ber-terrorism countermeasures is in the creation of scientific and technical
products that prevent interference in the functioning systems of the aero-
space industry of Ukraine and aimed at countering cyber attacks!®".

Practical activities to counter cyberattacks are proposed to be divided
into 2 groups: organizational and technical.

Organizational activities to counter cyberattacks include daily activities
carried out by the administration of the enterprise, which are of a preventive
nature. These are activities for:

- selection and verification of personnel;

- compliance with internal regulations;

- compliance with protocols (flow charts) for performing certain types of
tasks (work, operations);

- training of analysts in ensuring cybersecurity;

- interaction with cyber units of law enforcement agencies and Internet
providers'’;

- competent functioning of enterprise security services.

Technical activities to counter cyber attacks include activities to directly
respond to them. This type of activity involves specialists in mathematics,
programming, analysis and other areas in the field of IT technologies. These
are activities for:

- analysis of existing software in order to find vulnerabilities;

- development of new software;

- improvement of existing software;

- immediate response on cyberattacks.

Almost all organizational activities to counter cyberattacks are governed by
the law. Since the enterprises of the aerospace industry, which are an element
of the criminological security system, are at the same time subjects of eco-
nomic activity, their activities are regulated by the Economic Code of Ukraine.
Thus, in accordance with Article 15 Technical Regulation in the Field of Man-

» E. g., Bocxonos C.C., Cupoposa E.3. TTonsTre cucTeMbl obecriedeHns: KPVIMIMHOIIOTTYECKOVT
GesomacHoctn obpasoanmst / Ceprein CemeHosnda Bocxosios, Exarepuna 3akapmesna Cu-
noposa // BectHux Bocrouno-cuGupcekoro mucturyta MBJ Poceym. 2020. Ne3 (94). C.66-73;
Vimyx 51 T, Iuakesny T. B., Cymonbsianaos E. C. Indposas kpumuHosorns. Y4aeGHoe mocobue.
M.: Axanemusi Yrpasitervst MBJI Poccvint, 2021. 244 c.; Cepepia B.B. Tepopusm: kpuminosoriuaa
neTepMiHaltis i KpuMiHabHO-TIpaBoBa mpotuis: Monorpadis / B. B. Cepena, I. P. Cepkesny; 3a
3ar. pen. B. C. Kanrripa. JIesis: JIes[1YBC, 2016. 188 c.

16 A cyberattack is an attempt on the information security of a computer system. A cyberattack in

the broadest sense of the word (original meaning) is a brainstorming session aimed at finding a

way to solve complex problems. One or several highly qualified specialists (hackers) can take part

in the attack. As a result of brainstorming, unconventional methods of solving the problem can be
invented, or corrections can be made to existing methods.

Fighting against cybercrime: problems and prospects in Ukraine and the world / Andrii Borko,

Vadym Nehodchenko, Olena Volobuieva, Ivan Kharaberiush, Yevheniia Lohvynenko // Journal

of Legal, Ethical and Regulatory Issues. 2019. Vol. 22, Special Issue 2
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LIEU DES CONTRE-MESURES
CONTRE CYBERTERRORISME
DANS LE SYSTEME DE
SECURITE CRIMINOLOGIQUE
DES ENTREPRISES DE
L'INDUSTRIE AEROSPATIALE
DE L'UKRAINE

Actualité ~ de  recherche
l'actualité du probleme a l'étude
est due a la nécessité denvisager
de contrer les cyberattaques contre
les entreprises de lindustrie
aérospatiale de 1'Ukraine dans le
cadre des théories et des institutions
de la science criminologique.

Objectif de recherche : I'objectif
de l'article est de clarifier la place
des contre-mesures contre le
cyberterrorisme dans le systéeme
de sécurité criminologique
des entreprises de lindustrie
aérospatiale de I'Ukraine, en
mettant en évidence et les
caractéristiques ~ générales  des
éléments du systeme de sécurité
criminologique des  entreprises
dans lindustrie aérospatiale de
I'Ukraine.

Méthodes de recherche:
principales méthodes générales
de recherche scientifique sur cette
problématique sont l'analyse de la
littérature sur la problématique de
la lutte contre la cybercriminalité

; classification : comprendre les
éléments  permettant  d’assurer
la sécurité criminologique

des entreprises de lindustrie
aérospatiale ; analogies ; étude et
généralisation de I'information.

Résultats de recherche: l'article
donne le concept de sécurité
criminologique des  entreprises
aérospatiales; le systeme de cette
sécurité et ses composants sont
divulgués ; il est clair que la
lutte contre le cyberterrorisme
est la composante principale du
systéme de sécurité criminologique
des entreprises de lindustrie
aérospatiale en Ukraine.

Pertinence pratique: le contenu
de cet article peut étre utile aux
enseignants de criminologie des
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établissements
supérieur, aux
praticiens, aux
entreprises de l'industrie
aérospatiale de I'Ukraine
impliquées dans la lutte contre la
cybercriminalité.
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Research Relevance: the
relevance of the problem is
determined by the need to
consider countering cyberattacks
on enterprises of the aerospace
industry of Ukraine  within
the framework of theories and
institutions  of  criminological
science.

Research Purpose is to clarify
the place of cyber-terrorism
countermeasures in the system
of criminological security of
enterprises of the aerospace
industry of Ukraine and highlight
general characteristics of the
system of criminological security
of enterprises in the aerospace
industry of Ukraine.

Research Methods: the leading
general scientific research methods
of this research are the analysis
of the literature on countering
cybercrime; classification -
explanation  of  elements of
ensuring criminological security
of enterprises of the aerospace
industry; analogies; the study and
generalization of information.

Research Results: the concept
of criminological security of
enterprises of the aerospace
industry is given, the system of
this security and its components
are disclosed in the article; it
is emphasized that the cyber-
terrorism countermeasures
are the main component of the
system of criminological security
of enterprises of the aerospace
industry of Ukraine.

Practical Significance: materials
of this article may be useful for
teachers of criminology of higher
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agement of the Economic Code of Ukraine, technical norms (technical regu-
lations, standards, codes of practice and technical conditions) are legal norms
or legal norms 8. It follows that the products obtained as a result of technical
activities to counter cyberattacks (development of new software and improve-
ment of the existing one) are legal and governed by the rules of law.

Conclusions

The system for ensuring criminological security of aerospace enterprises
consists of: subjects of criminological security; measures aimed at creating
conditions that exclude or impede the negative impact of criminological
threats on protected objects; all types of ensuring the implementation of
these measures; applied scientific and technical developments; combating
corruption in all its forms.

Organizational and technical activities to counter cyberattacks by
aerospace enterprises are governed by the law and are legal activities. The
components of the system of countering cyber attacks are described by the
theories and institutions of criminology.

Cyber-terrorism is an element of the system of criminological security
of enterprises in the aerospace industry in Ukraine. Cyber-terrorism
countermeasures are organizational and technical in nature.

During the study, new questions and problems arose that need to be
addressed. It is necessary to continue research on the development of
regulatory legal acts in the field of countering cyberattacks on enterprises of
the aerospace industry in Ukraine, studying the phenomenon of countering
cyberattacks on enterprises in the aerospace industry from the point of
view of law; on the development of the criminological theory for combating
cybercrime at critical infrastructure facilities.

Recommendations

The materials of this article can be useful for teachers of criminology
of higher educational institutions, practical criminologists, employees of
enterprises of the aerospace industry of Ukraine involved in combating
cybercrime.
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