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Profiling, as a modern technology, is widely employed in operational-
investigative activities of law enforcement agencies for the detection and 
investigation of criminal offenses. This system, comprising social and 
psychological techniques, facilitates the diagnosis of personal characteristics, 
peculiarities of hidden motives, and the assessment of information. Moreover, 
it enables the prediction of scenarios, behavioral patterns, and communication 
styles in various situations. Criminal profiling holds particular significance in 
crafting a psychological portrait of a suspect involved in a series of crimes.

However, the use of profiling in law enforcement presents certain 
challenges. Although a psychological profile and its utilization cannot serve 
as direct evidence in legal proceedings, they are successfully used in search, 
detective, and investigative activities to identify criminals and prevent 
crime. When employing the profiling technique to interact with individuals 
crossing state borders, operatives have the opportunity to identify criminal 
intentions or instances of criminal activity. Additionally, profiling can be 
applied to prevent illegal actions and ensure public safety at transportation 
infrastructure facilities and during cultural events.

Keywords: profiling, psychological portrait, criminal profiling, operational-
investigative activities.

Research Problem Formulation. In recent years, there has been a growing 
interest in the psychological aspects of criminal offenses and behavior in 
Ukraine. This is due to the increasing scope of scientific research in this field, 
as well as the practical need of law enforcement agencies. 

The issue of the use of psychological knowledge in the activities of 
the criminal police units of the National Police of Ukraine, particularly in 
operational-investigative activities, has been a concern for both theorists 
and legal practitioners. Operational-investigative activities play an important 
role in preventing and solving crimes as a special type of law enforcement 
practice. Over time, the world criminological practice has increasingly shown 
that certain operational-investigative activities in law enforcement agencies 
require the use of specialized psychological knowledge. This knowledge 
is known as a system of specialized psychological support within the law 
enforcement sphere1.

Nevertheless, the psychological aspects of diagnosing and assessing 
the personality of a criminal are insufficiently addressed in operational-
investigative activities, leading to challenges in the detection and prevention 
of criminal activities at various stages of criminal offenses.

Analysis of Recent Researches and Publications. Profiling as a technique 
has attracted the interest of the scientific community both in Ukraine and 
abroad. This topic is covered in the works by: Yu. Antonian, O. Anfinohenov, 

1	  Телійчук В. Г., Зінченко С. С. Щодо застосування профайлінгу в оперативно-розшуковій 
діяльності підрозділами кримінальної поліції національної поліції України. Юридичний 
бюлетень. Випуск 12. 2020. С.184-193.
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M. Arpientiev, V. Bernaz, O.  Bandurka, V. Bakalchuk, Yu. Bielousov,  
O. Bohucharov, A. Vedenina, N. Verenikina, F. Hlazyrin, M. Didkovska-Bidiuk, 
O. Druchek, P. Ekman, N. Zherzh, L. Ivanova, M.  Yenikeiev, O. Katunin, 
L. Kateryniuk, V. Konovalov, V. Korobkov, V. Korolov, K.  Matiushenko,  
V. Obraztsov, B. Petelin, O. Podilchak, O. Ratinova, H.O. Spitsynoi, 
V.  Teliichuka, T. Khrustalov, Ye. Cherkasov, V. Tsvietkov, I. Shydlovskoi, 
I. R. Shynkarenko, V. Shepitko, etc. 

At the same time, there is a lack of research on the use of profiling in the 
operational units of domestic law enforcement agencies, and some aspects 
of this issue are still under discussion.

Article Purpose is to study problematic issues that arise in the process of 
disclosing and investigating criminal offenses, and also to determine the role 
and significance of profiling as a modern technology in the operational and 
investigative activities of law enforcement agencies. The article is aimed at 
analyzing the theoretical aspects and practical possibilities of using profiling 
in operational activities, particularly in the compilation of psychological 
profiles of suspects and the reconstruction of crime events. The article will 
discuss the main components of profiling and its importance for ensuring 
state security and public order. In addition, the article emphasizes the 
effectiveness of profiling as a method of combating crime.

Main Content Presentation. In the process of disclosing and investigating 
criminal offenses, a range of problematic issues arises, necessitating the 
use of modern technologies. One such technology capable of assisting law 
enforcement professionals, including operational officers and investigators in 
their professional activities, is profiling. It is concurred with O. Bohucharovа 
that operational-search activity, as a specific type of legal practice, despite 
being to some extent covered by the general (methodological-methodical) 
part of legal psychology, is a distinct form of legal application, a type 
of professional legal activity with its own specific legislative regulation, 
distinctive goals, forms, directions, and tasks, specific subjects and objects 
of activity, special forces, measures, means, methods, and more2. 

Profiling is a system of socio-psychological techniques for diagnosing 
personal characteristics, and hidden motives, and the assessment of 
communicated information. It is based on evaluating the non-verbal, verbal, 
and sub-verbal behavior of the subject, with a focus on predicting scenarios 
of situational development, relationships, actions, behavior models, and 
human communication. Criminal profiling, in turn, involves creating a 
psychological portrait (describing basic character traits, personality types, 
and potential mental deviations) of an individual suspected of committing a 
series of crimes3.

Profiling can be applied in various spheres of social life, including ensuring 
state security and public order. In the contemporary development stage of 
society, profiling is a widely utilized method employed by security services 
in national airports to identify individuals capable of committing criminal 
acts. In addition to expert profilers, security services also employ technical 
profiling, such as video surveillance cameras and polygraph testing. Criminal 
profiling is a permissible and lawful tool that allows for the most effective 
allocation of limited resources by law enforcement agencies4. 

One of the most promising options for using the profiling methodology 
in operational-investigative activities is to draw up a psychological portrait of 
a wanted unidentified person who has committed a crime, which is carried 
out at the stage of collecting operationally relevant information about certain 
actions within the framework of an operational-investigative case. 

2	  Телійчук В. Г., Зінченко С. С. Вказана праця. С.1 84-193.
3	  Болдирєва К. Ю. Метод профайлінгу у практиці боротьби зі злочинністю.  Одеса, 2020.  С. 14.
4	  Пархоменко-Куцевіл О. І. Теоретичні підходи до проблем профайлінгу як основи 

забезпечення державної безпеки України. Вчені записки Університету «КРОК». No4 (60), 
2020. С. 63-67.
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ВІТЧИЗНЯНИЙ ДОСВІД 
ВИКОРИСТАННЯ 
ПРОФАЙЛІНГА ПРИ 
РОЗКРИТТІ КРИМІНАЛЬНИХ 
ПРАВОПОРУШЕНЬ

Профайлінг, як сучасна 
технологія, знаходить широке 
застосування в оперативно-
розшуковій діяльності 
правоохоронних органів для 
розкриття та розслідування 
кримінальних правопорушень. 
Ця система соціально-
психологічних методик дозволяє 
здійснювати діагностику 
особистісних особливостей, 
прихованих мотивів і оцінки 
інформації, а також прогнозувати 
сценарії розвитку ситуацій, 
моделі поведінки та спілкування 
людини. Особливе значення 
кримінальний профайлінг має 
при складанні психологічного 
портрету підозрюваної особи, яка 
вчинила серію злочинів.

Проте, використання 
профайлінгу у правоохоронній 
сфері супроводжується 
певними труднощами. Хоча 
психологічний портрет і його 
використання не можуть 
служити прямими доказами 
у провадженні, вони успішно 
застосовуються під час пошуку, 
оперативно-розшукових заходів 
та слідчих дій з метою виявлення 
злочинців і запобігання 
злочинам. При використанні 
методики профайлінгу у 
комунікації з особами, що 
перетинають державний кордон, 
оперативним працівникам 
надається можливість виявити 
злочинні наміри або факти 
злочинної діяльності. Крім того, 
профайлінг може застосовуватися 
для попередження протиправних 
дій та забезпечення громадської 
безпеки на об’єктах транспортної 
інфраструктури та під час 
проведення культурно-масових 
заходів.

Ключові слова: профайлінг, 
психологічний портрет, 
кримінальний профайлінг, 
о п е р а т и в н о - р о з ш у к о в а 
діяльність.
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Drawing up a psychological portrait is a widely used technology in 
psychology; however, in the psychology of operational-investigative 
activities, law enforcement officer faces certain difficulties when using 
it. A psychological portrait and its application are not direct evidence in 
proceedings but can be successfully applied during the investigation, as well 
as in conducting operational-investigative measures and investigative actions 
to expose the guilty parties and prevent crimes. 

In conditions of uncertainty, using a psychoprofile allows for formulating 
and verifying hypotheses, as well as predicting the time and place of a new 
crime; refining and narrowing down the circle of suspects, and identifying the 
necessary individual from this group.

This is especially important at border checkpoints, where border guards, 
while processing and allowing thousands of people daily, need to be proficient 
in profiling techniques. They should also have specific psycho-criminal 
profiles of individuals who may be involved in illegal activities5.

The private aspect of profiling may involve the reconstruction of a crime 
scene conducted by a profiler specialist during the collection of operationally 
significant information about a crime committed by an unidentified person.

Profiling is applied not only to identify unknown criminals but also for the 
prevention of unlawful actions6. 

Profiling provides the opportunity to obtain objective information about 
the potential danger of subjects and can be effectively used for preventive 
measures in maintaining public order to prevent terrorist acts and other 
unlawful intentions.

Profiling includes the following main components:
- general characteristics: muscle tone, motor activity, attempts to maintain 

a certain distance and spatial position concerning the police, monitoring of 
one’s own behavior and the behavior of the police;

- facial expression, including eyebrows, eyes, gaze, lips, facial muscles; 
- position of hands (gestures);
- language, sounds, breathing;
- vasomotor reactions: skin color, salivation, sweating, tears. 
Each of these components has typical manifestations. The analysis of all 

nonverbal communication systems indicates that they undoubtedly play a 
significant auxiliary (and sometimes independent) role in the communicative 
process. 

With the ability not only to enhance but also to weaken verbal influence, 
all nonverbal communication systems help identify such a crucial parameter 
of the communicative process as the intentions of its participants7. 

One of the methods of verifying, obtaining, or confirming information or 
suspicion of a crime being prepared or committed is conducting interviews 

(filtration and verification measures, 
reconnaissance questioning). 

An interview is a conversation in 
which questions are asked, and answers 
are given. In ordinary language, the 
word “interview” denotes a one-on-one 
conversation, where one person acts 
as the interviewer, and the other as the 

5	  Телійчук В. Г., Зінченко С. С. Вказана праця.
6	  Дмитрик Ю. І., Кондратюк О. В. Профайлінг 
у діяльності оперативних підрозділів. Соціально-
правові студії. 2021. Випуск 3 (13). С. 95-100.
7	  Галустян О.А. Використання профайлінгу 
працівниками правоохоронних органів під час 
охорони громадського порядку. Використання 
поліграфа в правоохоронній діяльності: матеріали 
ІІІ Міжнар. наук.-практ. конф. (Київ, 7-8 листоп. 
2015 р.). - К. : Нац. акад. внутр. справ, 2015. С. 130..
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UKRAINIAN EXPERIENCE IN 
THE USAGE OF PROFILING 
FOR REVEALING CRIMINAL 
OFFENSES 

Profiling, as a modern 
technology, is widely employed 
in operational-investigative 
activities of law enforcement 
agencies for the detection and 
investigation of criminal offenses. 
This system, comprising social 
and psychological techniques, 
facilitates the diagnosis of 
personal characteristics, 
peculiarities of hidden motives, 
and the assessment of information. 
Moreover, it enables the prediction 
of scenarios, behavioral patterns, 
and communication styles in 
various situations. Criminal 
profiling holds particular 
significance in crafting a 
psychological portrait of a suspect 
involved in a series of crimes.

However, the use of profiling 
in law enforcement presents 
certain challenges. Although 
a psychological profile and its 
utilization cannot serve as direct 
evidence in legal proceedings, 
they are successfully used in 
search, detective, and investigative 
activities to identify criminals and 
prevent crime. When employing 
the profiling technique to interact 
with individuals crossing state 
borders, operatives have the 
opportunity to identify criminal 
intentions or instances of criminal 
activity. Additionally, profiling 
can be applied to prevent illegal 
actions and ensure public safety 
at transportation infrastructure 
facilities and during cultural 
events.

Keywords: profiling, 
psychological portrait, criminal 
profiling, operational-investigative 
activities.
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interviewee. In turn, the interviewer asks questions, and the interviewee 
responds.

During the interview, the operative officer has the opportunity to ascertain 
the criminal intentions of an individual crossing the state border or establish 
facts of criminal activity. However, for the effective implementation of this 
measure, it is necessary to utilize a leading profiling methodology that has 
proven its effectiveness abroad. Profiling helps to compile the characteristic 
traits of the offender, identify the behavioral signature of the criminal, and 
recognize verbal and non-verbal cues8. 

In the conditions of the war in Ukraine, the number of cybercrimes has 
significantly increased. Profiling, which is an important tool in the investigation 
of crimes, including informational ones, allows for the classification of 
cybercriminals, understanding their habits and technical skills, and aims to 
identify the perpetrator.

Given the significant increase in the number of cybercrimes, investigating 
cybercrimes is a highly relevant task. Of course, not all methodologies 
of classical profiling can be applied to cybercrimes, but according to 
American investigator and cybersecurity expert R. Yepes (Yepes, 2016), the 
fundamental methodology of “why + how = who” can be utilized in profiling 
cybercrimes. Determining the motive and method of committing the crime 
contributes to the identification of the perpetrator. 

Investigators and operational staff can develop profiles of suspects based 
on the analysis of details of cybercrimes. For this, they must not only be 
profiling experts but also specialists in information technology, cybersecurity, 
and digital forensics. The tasks of a cyber police officer include identifying a 
list of suspects (whether they operated externally or are insiders), studying 
the attack from a technological perspective, determining the hacker’s 
skill level, and investigating the victim and the attack’s motive. Examining 
these issues helps narrow down the list of suspects. However, without an 
understanding of information technology, a profiler cannot accurately identify 
the cybercriminal.

According to Shinder (Shinder, 2010), in the process of profiling, most 
cybercriminals can be described by the following characteristics:

– a certain level of technical knowledge;
– disregard for the law;
– need for the risk ;
– pleasure derived from manipulating others;
– motives for the crime include money, emotions, political or religious 

beliefs, sexual satisfaction, and a desire for entertainment9. 
Currently, this field of knowledge is actively used in the commercial 

sphere. In law enforcement activities, profiling methods are employed to 
ensure public safety at transportation infrastructure facilities, during cultural 
and mass events. However, employees do not take into account the variety 
of techniques offered by profiling and their potential use in the process of 
investigating criminal cases10. 

Conclusions. In connection with the intense military conflict with 
Russia, which illegally annexed part of Ukraine’s territory and continues to 
commit terrorist acts, threatening national security, it is necessary for law 
enforcement units to possess and effectively utilize all available modern 
methods to combat various types of crime, including military criminals, 
terrorists, saboteurs, and other criminal elements. 

This requires active implementation of intellectual strategies, profiling 
methods, development of new technologies, and continuous improvement of 

8	  Корольов В. Застосування профайлінгу на державному кордоні України. Підприємництво, 
господарство і право. Криміналістика. 3/2019. 2019. С. 327-330.

9	  Зачек О. І., Дмитрик Ю. І. Застосування профайлінгу для протидії кіберзлочинності. 
Соціально-правові студії. 2020. Випуск 4 (10). 2020. С. 94-100.

10	   Телійчук В. Г., Зінченко С. С. Вказана праця. С.184-193.
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EINHEIMISCHE 
ERFAHRUNGEN MIT DEM 
EINSATZ DES PROFILINGS 
BEI DER AUFKLÄRUNG VON 
STRAFTATEN

Z u s a m m e n f a s s u n g . 
Profiling findet als moderne 
Technologie weitverbreitete 
Anwendung in der operativen 
und ermittlenden Tätigkeit der 
Strafverfolgungsbehörden zur 
Aufklärung und Untersuchung 
von Straftaten. Dieses System 
sozialpsychologischer Methoden 
ermöglicht die Diagnose 
persönlicher Merkmale, 
versteckter Motive und der 
I n f o r m a t i o n s b e w e r t u n g 
sowie die Vorhersage von 
E n t w i c k l u n g s s z e n a r i e n , 
Verhaltensmustern und der 
Kommunikation eines Menschen. 
Besondere Bedeutung hat das 
kriminelle Profiling bei der 
Erstellung eines psychologischen 
Porträts eines verdächtigen Täters, 
der eine Serie von Straftaten 
begangen hat.

Die Anwendung von Profiling 
im Bereich der Strafverfolgung 
geht jedoch mit bestimmten 
Schwierigkeiten einher. Obwohl 
das psychologische Porträt und 
seine Nutzung nicht als direkte 
Beweise in einem Verfahren dienen 
können, werden sie erfolgreich bei 
der Suche, operativen Maßnahmen 
und Ermittlungshandlungen 
eingesetzt, um Straftäter zu 
ermitteln und Straftaten zu 
verhindern. Bei der Anwendung 
der Profiling-Methode in der 
Kommunikation mit Personen, die 
die Staatsgrenze überschreiten, 
erhalten die operativen 
Mitarbeiter die Möglichkeit, 
kriminelle Absichten oder Taten 
aufzudecken. Darüber hinaus 
kann Profiling zur Verhinderung 
rechtswidriger Handlungen 
und zur Gewährleistung der 
öffentlichen Sicherheit an Verkehr
sinfrastruktureinrichtungen und 
bei der Durchführung kultureller 
Veranstaltungen eingesetzt 
werden.

Schlüsselwörter: Profiling, 
psychologisches Porträt, 
kriminelles Profiling, operative 
Ermittlungstätigkeit.
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the professional skills of operational personnel. To effectively counter such 
threats, it is necessary to promote cooperation and information exchange 
among various law enforcement agencies, and involve experts from different 
fields such as forensics, psychology, and information security.

By using profiling as an additional tool in the prevention and counteraction 
of crimes, it is possible to accumulate forensic information from crime scenes 
(violations of state borders) and establish the psychological characteristics 
of criminals. This includes identifying signs of criminal series occurring in 
different locations (illegal migration), creating a psychological profile of the 
criminal (profiling) to identify potential suspects (descriptive characteristics), 
and analyzing patterns that can help predict future crimes and/or potential 
victims (predictive criminal profiling), especially in the fight against 
terrorism11. 

The application of modern methods in combating crime will not only 
contribute to the detection, investigation, and prosecution of criminals but 
also facilitate the prevention of new crimes, ensuring national security and 
stability in Ukraine.
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KRAJOWE DOŚWIADCZENIA W 
STOSOWANIU PROFILOWANIA 
W UJAWNIANIU PRZESTĘPSTW 
KARNYCH

Profilowanie, jako nowoczesna 
technologia, jest szeroko stosowane 
w działalności operacyjnej i 
dochodzeniowej organów ścigania 
w celu ujawniania i dochodzenia 
przestępstw. Ten system metod 
s p o ł e c z n o - p s yc h o l o g i c z n yc h 
pozwala na diagnozę cech 
osobowych, ukrytych motywów 
i ocenę informacji, a także 
przewidywanie scenariuszy 
rozwoju sytuacji, wzorców 
zachowań i komunikowania się 
ludzi. Profilowanie kryminalne 
ma szczególne znaczenie 
przy tworzeniu portretu 
psychologicznego podejrzanego, 
który popełnił serię przestępstw.

Stosowanie profilowania w 
egzekwowaniu prawa wiąże się 
jednak z pewnymi trudnościami. 
Choć portret psychologiczny i 
jego wykorzystanie nie mogą 
służyć jako bezpośredni dowód w 
postępowaniu, z powodzeniem są 
wykorzystywane podczas czynności 
przeszukań, operacyjno-śledczych 
i czynności dochodzeniowych 
w celu identyfikacji przestępców 
i zapobiegania przestępstwom. 
Stosując technikę profilowania 
w komunikacji z osobami 
przekraczającymi granicę 
państwową, funkcjonariusze 
zyskują możliwość wykrycia 
zamiarów przestępczych lub 
faktów działalności przestępczej. 
Ponadto profilowanie może 
służyć zapobieganiu nielegalnym 
działaniom oraz zapewnianiu 
bezpieczeństwa publicznego 
w obiektach infrastruktury 
transportowej oraz podczas 
masowych wydarzeń kulturalnych.

Słowa kluczowe: profilowanie, 
portret psychologiczny, 
profilowanie kryminalne, 
działalność śledcza.


