Tetiana Podzolkova

Funding

This research did not receive
any specific grant from funding
agencies in the public, commercial,
or not-for-profit sectors.

Disclaimer

The funder had no role in the
study design, data collection and
analysis, decision to publish, or
preparation of the manuscript.

Contributors

The author contributed solely
to the intellectual discussion
underlying this paper, case-law
exploration, writing and editing,
and accept responsibility for the
content and interpretation.

Declaration of Competing Interest

The author declare that they
have no conflict of interest.

Ukrainian Experience In The Usage Of Profiling For Revealing Criminal Offenses

DOI: https://doi.org/10.32353/acfs.8.2023.08
YK 343.98 (477)

Tetiana Podzolkova

PhD degree candidate,

National Aerospace University «Kharkiv Aviation Institute»,
Kharkiv, Ukraine

ORCID: https://orcid.org/0000-0003-0096-3678

e-mail: t.podzolkova@khai.edu

Ukrainian Experience In The Usage Of Profiling For Revealing
Criminal Offenses

Profiling, as a modern technology, is widely employed in operational-
investigative activities of law enforcement agencies for the detection and
investigation of criminal offenses. This system, comprising social and
psychological techniques, facilitates the diagnosis of personal characteristics,
peculiarities of hidden motives, and the assessment of information. Moreover,
it enables the prediction of scenarios, behavioral patterns, and communication
styles in various situations. Criminal profiling holds particular significance in
crafting a psychological portrait of a suspect involved in a series of crimes.

However, the use of profiling in law enforcement presents certain
challenges. Although a psychological profile and its utilization cannot serve
as direct evidence in legal proceedings, they are successfully used in search,
detective, and investigative activities to identify criminals and prevent
crime. When employing the profiling technique to interact with individuals
crossing state borders, operatives have the opportunity to identify criminal
intentions or instances of criminal activity. Additionally, profiling can be
applied to prevent illegal actions and ensure public safety at transportation
infrastructure facilities and during cultural events.

Keywords: profiling, psychological portrait, criminal profiling, operational-
investigative activities.

Research Problem Formulation. In recent years, there has been a growing
interest in the psychological aspects of criminal offenses and behavior in
Ukraine. This is due to the increasing scope of scientific research in this field,
as well as the practical need of law enforcement agencies.

The issue of the use of psychological knowledge in the activities of
the criminal police units of the National Police of Ukraine, particularly in
operational-investigative activities, has been a concern for both theorists
and legal practitioners. Operational-investigative activities play an important
role in preventing and solving crimes as a special type of law enforcement
practice. Over time, the world criminological practice has increasingly shown
that certain operational-investigative activities in law enforcement agencies
require the use of specialized psychological knowledge. This knowledge
is known as a system of specialized psychological support within the law
enforcement sphere'.

Nevertheless, the psychological aspects of diagnosing and assessing
the personality of a criminal are insufficiently addressed in operational-
investigative activities, leading to challenges in the detection and prevention
of criminal activities at various stages of criminal offenses.

Analysis of Recent Researches and Publications. Profiling as a technique
has attracted the interest of the scientific community both in Ukraine and
abroad. This topic is covered in the works by: Yu. Antonian, O. Anfinohenov,
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M. Arpientiev, V. Bernaz, O. Bandurka, V. Bakalchuk, Yu. Bielousov,
O. Bohucharov, A. Vedenina, N. Verenikina, F. Hlazyrin, M. Didkovska-Bidiuk,
O. Druchek, P. Ekman, N. Zherzh, L. Ivanova, M. Yenikeiev, O. Katunin,
L. Kateryniuk, V. Konovalov, V. Korobkov, V. Korolov, K. Matiushenko,
V. Obraztsov, B. Petelin, O. Podilchak, O. Ratinova, H.O. Spitsynoi,
V. Teliichuka, T. Khrustalov, Ye. Cherkasov, V. Tsvietkov, I. Shydlovskoi,
I. R. Shynkarenko, V. Shepitko, etc.

At the same time, there is a lack of research on the use of profiling in the
operational units of domestic law enforcement agencies, and some aspects
of this issue are still under discussion.

Article Purpose is to study problematic issues that arise in the process of
disclosing and investigating criminal offenses, and also to determine the role
and significance of profiling as a modern technology in the operational and
investigative activities of law enforcement agencies. The article is aimed at
analyzing the theoretical aspects and practical possibilities of using profiling
in operational activities, particularly in the compilation of psychological
profiles of suspects and the reconstruction of crime events. The article will
discuss the main components of profiling and its importance for ensuring
state security and public order. In addition, the article emphasizes the
effectiveness of profiling as a method of combating crime.

Main Content Presentation. In the process of disclosing and investigating
criminal offenses, a range of problematic issues arises, necessitating the
use of modern technologies. One such technology capable of assisting law
enforcement professionals, including operational officers and investigators in
their professional activities, is profiling. It is concurred with O. Bohucharova
that operational-search activity, as a specific type of legal practice, despite
being to some extent covered by the general (methodological-methodical)
part of legal psychology, is a distinct form of legal application, a type
of professional legal activity with its own specific legislative regulation,
distinctive goals, forms, directions, and tasks, specific subjects and objects
of activity, special forces, measures, means, methods, and more?.

Profiling is a system of socio-psychological techniques for diagnosing
personal characteristics, and hidden motives, and the assessment of
communicated information. It is based on evaluating the non-verbal, verbal,
and sub-verbal behavior of the subject, with a focus on predicting scenarios
of situational development, relationships, actions, behavior models, and
human communication. Criminal profiling, in turn, involves creating a
psychological portrait (describing basic character traits, personality types,
and potential mental deviations) of an individual suspected of committing a
series of crimes?.

Profiling can be applied in various spheres of social life, including ensuring
state security and public order. In the contemporary development stage of
society, profiling is a widely utilized method employed by security services
in national airports to identify individuals capable of committing criminal
acts. In addition to expert profilers, security services also employ technical
profiling, such as video surveillance cameras and polygraph testing. Criminal
profiling is a permissible and lawful tool that allows for the most effective
allocation of limited resources by law enforcement agencies®.

One of the most promising options for using the profiling methodology
in operational-investigative activities is to draw up a psychological portrait of
a wanted unidentified person who has committed a crime, which is carried
out at the stage of collecting operationally relevant information about certain
actions within the framework of an operational-investigative case.
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BITUM3HSHUM JOCBI],
BUKOPVUCTAHHI
IPO®AVIJIIHTA TPV
PO3KPUTTI KPMMIHAJIBHUX
ITPABOIIOPYILIEHb

TIpodarurinr, K cydacHa
TeXHOJIOTisl, 3HAXOAWUTbL IIMPOKe
3aCTOCyBaHHs B OINepaTUBHO-
PO3IILyKOBilt JiSIBHOCTL
MIPaBOOXOPOHHMX  OpraHiB  jjis
PO3KpUTTS  Ta  PO3CITiTyBaHHS
KpVMiHaJIBHUX  IIPaBOIIOPYINEHb.
s cucreMa cortiajibHO-
TICVIXOJIOTITHMX MEeTOJIVK JI03BOJISAE
3IiVICHIOBATIL J1iarHOCTUKY
ocobucTicHMX ocobimBocTe,
OpUXOBaHMUX MOTWBIB 1 OIiHKMK
indopmariii, a TaKoX IIPOrHO3yBaT

crieHapii ~ pO3BUTKY  CUTYyarliit,
MoyIesTi TIOBeiHKM Ta CITiIKyBaHHS
monyan.  OcobimBe  3HaYeHHS

KpUMiHaIbHMIT 1podaruliHr  Mae
Opy  CKJIaJaHHi  TICMXOJIOriYHOTrO
[OPTPeTy IIiI03proBaHOi 0co0M, siKa
BUYMHMIIA CEPil0 37I0UMHiB.

Ipore, BUKOPUCTaHHS
npodaruliHry 'y IIpaBOOXOPOHHIN
cepi CYIIPOBOJIKYEThCS
MeBHUMMY  TpyJHomamu.  Xoda
MCUXOJIOTIYHUI TIOPTpeT i ¥ioro
BUKOPVCTAaHHA He MOXYThb
CIYKATU — TPIMUMM  JTOKa3aMu

y IpoBaj)KeHHi, BOHM YCIIIIHO
3aCTOCOBYIOTHCS TIiJT 4ac TIONIyKY,
OIIepaTMBHO-PO3IIYKOBUX  3aXOIiB
Ta CJIIYMX J1il 3 METOIO BUSIBJIEHHS
3JI0YMHILIB i 3arobiraHHs
smounHaM. Ilpu  BUKOpMcTaHHI
METOIVIKI npodariiHry y
KOMyHiKkaIii 3 ocobamm, 110
TepeTHaIOTh Jlep)KaBHWUIT KOPJIOH,
oIepaTuBHUIM rpariiBHIKaM
Ha/Ta€TbCA MOXJIUBICTh  BUSIBUTU
3mounHHi  Hamipu  abo  dpaxTu
3JIOUMHHOI [isuIpHOCTI. Kpim Toro,
rpodariTiHT MOXKe 3aCTOCOBY BATVCs
JI7151 TIOTIepeJI>KeHH ITPOTUIIPaBHIUX
nin Ta 3abesnedyeHHs TpOMaJICbKOT
Gesrexy Ha 00'€KTax TPaHCIIOPTHOL
indpacTpykTypu Ta mig  vac

[IPOBEJIEHHS]  KYJIBTYPHO-MACOBIX
3axoIiB.

KifowoBi  crroBa:  mpodparvutiHT,
TICVIXOJIOTTUHMTL HOpTpeT,
KpUMiHaIbHMI npodari=r,

OonepaTMBHO-PO3MYyKOBa
IisSUTBHICTD.
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UKRAINIAN EXPERIENCE IN
THE USAGE OF PROFILING
FOR REVEALING CRIMINAL
OFFENSES

Profiling, as a  modern
technology, is widely employed
in operational-investigative
activities of law enforcement
agencies for the detection and
investigation of criminal offenses.
This system, comprising social
and psychological techniques,
facilitates  the  diagnosis  of
personal characteristics,
peculiarities of hidden motives,
and the assessment of information.
Moreover, it enables the prediction
of scenarios, behavioral patterns,

and communication styles in
various  situations.  Criminal
profiling holds particular
significance  in  crafting a

psychological portrait of a suspect
involved in a series of crimes.
However, the use of profiling
in law enforcement presents
certain  challenges.  Although
a psychological profile and its
utilization cannot serve as direct
evidence in legal proceedings,
they are successfully used in
search, detective, and investigative
activities to identify criminals and
prevent crime. When employing
the profiling technique to interact
with individuals crossing state
borders, operatives have the
opportunity to identify criminal
intentions or instances of criminal
activity. Additionally, profiling
can be applied to prevent illegal
actions and ensure public safety
at transportation infrastructure

facilities and during cultural
events.

Keywords: profiling,
psychological portrait, criminal

profiling, operational-investigative
activities.
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Drawing up a psychological portrait is a widely used technology in
psychology; however, in the psychology of operational-investigative
activities, law enforcement officer faces certain difficulties when using
it. A psychological portrait and its application are not direct evidence in
proceedings but can be successfully applied during the investigation, as well
as in conducting operational-investigative measures and investigative actions
to expose the guilty parties and prevent crimes.

In conditions of uncertainty, using a psychoprofile allows for formulating
and verifying hypotheses, as well as predicting the time and place of a new
crime; refining and narrowing down the circle of suspects, and identifying the
necessary individual from this group.

This is especially important at border checkpoints, where border guards,
while processing and allowing thousands of people daily, need to be proficient
in profiling techniques. They should also have specific psycho-criminal
profiles of individuals who may be involved in illegal activities®.

The private aspect of profiling may involve the reconstruction of a crime
scene conducted by a profiler specialist during the collection of operationally
significant information about a crime committed by an unidentified person.

Profiling is applied not only to identify unknown criminals but also for the
prevention of unlawful actions®.

Profiling provides the opportunity to obtain objective information about
the potential danger of subjects and can be effectively used for preventive
measures in maintaining public order to prevent terrorist acts and other
unlawful intentions.

Profiling includes the following main components:

- general characteristics: muscle tone, motor activity, attempts to maintain
a certain distance and spatial position concerning the police, monitoring of
one’s own behavior and the behavior of the police;

- facial expression, including eyebrows, eyes, gaze, lips, facial muscles;

- position of hands (gestures);

- language, sounds, breathing;

- vasomotor reactions: skin color, salivation, sweating, tears.

Each of these components has typical manifestations. The analysis of all
nonverbal communication systems indicates that they undoubtedly play a
significant auxiliary (and sometimes independent) role in the communicative
process.

With the ability not only to enhance but also to weaken verbal influence,
all nonverbal communication systems help identify such a crucial parameter
of the communicative process as the intentions of its participants’.

One of the methods of verifying, obtaining, or confirming information or
suspicion of a crime being prepared or committed is conducting interviews
(filtration and verification measures,
reconnaissance questioning).

An interview is a conversation in
which questions are asked, and answers
are given. In ordinary language, the
word “interview” denotes a one-on-one
conversation, where one person acts
as the interviewer, and the other as the
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interviewee. In turn, the interviewer asks questions, and the interviewee
responds.

During the interview, the operative officer has the opportunity to ascertain
the criminal intentions of an individual crossing the state border or establish
facts of criminal activity. However, for the effective implementation of this
measure, it is necessary to utilize a leading profiling methodology that has
proven its effectiveness abroad. Profiling helps to compile the characteristic
traits of the offender, identify the behavioral signature of the criminal, and
recognize verbal and non-verbal cues?.

In the conditions of the war in Ukraine, the number of cybercrimes has
significantly increased. Profiling, which is an important tool in the investigation
of crimes, including informational ones, allows for the classification of
cybercriminals, understanding their habits and technical skills, and aims to
identify the perpetrator.

Given the significant increase in the number of cybercrimes, investigating
cybercrimes is a highly relevant task. Of course, not all methodologies
of classical profiling can be applied to cybercrimes, but according to
American investigator and cybersecurity expert R. Yepes (Yepes, 2016), the
fundamental methodology of “why + how = who” can be utilized in profiling
cybercrimes. Determining the motive and method of committing the crime
contributes to the identification of the perpetrator.

Investigators and operational staff can develop profiles of suspects based
on the analysis of details of cybercrimes. For this, they must not only be
profiling experts but also specialists in information technology, cybersecurity,
and digital forensics. The tasks of a cyber police officer include identifying a
list of suspects (whether they operated externally or are insiders), studying
the attack from a technological perspective, determining the hacker’s
skill level, and investigating the victim and the attack’s motive. Examining
these issues helps narrow down the list of suspects. However, without an
understanding of information technology, a profiler cannot accurately identify
the cybercriminal.

According to Shinder (Shinder, 2010), in the process of profiling, most
cybercriminals can be described by the following characteristics:

- a certain level of technical knowledge;

- disregard for the law;

- need for the risk ;

- pleasure derived from manipulating others;

- motives for the crime include money, emotions, political or religious
beliefs, sexual satisfaction, and a desire for entertainment®.

Currently, this field of knowledge is actively used in the commercial
sphere. In law enforcement activities, profiling methods are employed to
ensure public safety at transportation infrastructure facilities, during cultural
and mass events. However, employees do not take into account the variety
of techniques offered by profiling and their potential use in the process of
investigating criminal cases!®.

Conclusions. In connection with the intense military conflict with
Russia, which illegally annexed part of Ukraine’s territory and continues to
commit terrorist acts, threatening national security, it is necessary for law
enforcement units to possess and effectively utilize all available modern
methods to combat various types of crime, including military criminals,
terrorists, saboteurs, and other criminal elements.

This requires active implementation of intellectual strategies, profiling
methods, development of new technologies, and continuous improvement of
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EINHEIMISCHE
ERFAHRUNGEN MIT DEM
EINSATZ DES PROFILINGS
BEI DER AUFKLARUNG VON
STRAFTATEN

Zusammenfassung.
Profiling findet als moderne
Technologie weitverbreitete
Anwendung in der operativen
und ermittlenden Tatigkeit der
Strafverfolgungsbehorden zur
Aufklarung und Untersuchung

von Straftaten. Dieses System
sozialpsychologischer =~ Methoden
ermoglicht die Diagnose
personlicher Merkmale,
versteckter ~ Motive und  der

Informationsbewertung
sowie  die  Vorhersage von
Entwicklungsszenarien,
Verhaltensmustern und der
Kommunikation eines Menschen.
Besondere Bedeutung hat das
kriminelle  Profiling bei der
Erstellung eines psychologischen
Portrits eines verdachtigen Téters,
der eine Serie von Straftaten
begangen hat.

Die Anwendung von Profiling
im Bereich der Strafverfolgung
geht jedoch mit bestimmten
Schwierigkeiten einher. Obwohl
das psychologische Portrit und
seine Nutzung nicht als direkte
Beweise in einem Verfahren dienen
konnen, werden sie erfolgreich bei
der Suche, operativen Mafinahmen
und Ermittlungshandlungen
eingesetzt, um  Straftiter zu
ermitteln  und  Straftaten  zu
verhindern. Bei der Anwendung
der Profiling-Methode in der
Kommunikation mit Personen, die
die Staatsgrenze iiberschreiten,
erhalten die operativen
Mitarbeiter ~ die =~ Moglichkeit,
kriminelle Absichten oder Taten
aufzudecken.  Dariiber  hinaus
kann Profiling zur Verhinderung
rechtswidriger Handlungen
und zur Gewihrleistung der
offentlichen Sicherheit an Verkehr
sinfrastruktureinrichtungen und
bei der Durchfithrung kultureller

Veranstaltungen eingesetzt
werden.

Schliisselworter: Profiling,
psychologisches Portrat,
kriminelles  Profiling, operative
Ermittlungstitigkeit.
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KRAJOWE DOSWIADCZENIA W
STOSOWANIU PROFILOWANIA
W UJAWNIANIU PRZESTEPSTW
KARNYCH

Profilowanie, jako nowoczesna
technologia, jest szeroko stosowane
w  dzialalnosci  operacyjnej i
dochodzeniowej organéw Scigania
w celu ujawniania i dochodzenia
przestepstw. Ten system metod
spolteczno-psychologicznych
pozwala na  diagnoze  cech

osobowych, ukrytych motywoéw
i ocene informacji, a takze
przewidywanie scenariuszy
T0ZWOjU sytuaciji, wzorcow
zachowan i komunikowania sig¢
ludzi.  Profilowanie kryminalne
ma szczegolne znaczenie
przy tworzeniu portretu
psychologicznego podejrzanego,

ktory popelnit serie przestepstw.
Stosowanie  profilowania ~ w
egzekwowaniu prawa wigze sie
jednak z pewnymi trudnos$ciami.
Cho¢  portret psychologiczny i
jego wykorzystanie nie moga
stuzy¢ jako bezposredni dowoéd w
postepowaniu, z powodzeniem sg
wykorzystywane podczas czynnosci
przeszukan, operacyjno-Sledczych
i czynnosci  dochodzeniowych
w celu identyfikacji przestepcow
i  zapobiegania  przestepstwom.
Stosujac  technike  profilowania
w  komunikacji z  osobami
przekraczajagcymi granice
parnstwows, funkcjonariusze
zyskuja ~ mozliwos¢  wykrycia
zamiaréw przestepczych Iub
faktéw dziatalnodci przestepczej.
Ponadto profilowanie moze
stuzy¢ zapobieganiu nielegalnym
dzialaniom  oraz  zapewnianiu
bezpieczenistwa publicznego
w obiektach infrastruktury
transportowej oraz podczas
masowych wydarzen kulturalnych.

Stowa Kkluczowe: profilowanie,
portret psychologiczny,
profilowanie kryminalne,

dziatalnosc sledcza.
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the professional skills of operational personnel. To effectively counter such
threats, it is necessary to promote cooperation and information exchange
among various law enforcement agencies, and involve experts from different
fields such as forensics, psychology, and information security.

By using profiling as an additional tool in the prevention and counteraction
of crimes, it is possible to accumulate forensic information from crime scenes
(violations of state borders) and establish the psychological characteristics
of criminals. This includes identifying signs of criminal series occurring in
different locations (illegal migration), creating a psychological profile of the
criminal (profiling) to identify potential suspects (descriptive characteristics),
and analyzing patterns that can help predict future crimes and/or potential
victims (predictive criminal profiling), especially in the fight against
terrorism!!.

The application of modern methods in combating crime will not only
contribute to the detection, investigation, and prosecution of criminals but
also facilitate the prevention of new crimes, ensuring national security and
stability in Ukraine.
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