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The article considers importance of preserving and protecting the life and
health of employees of the Security and Defense Forces, currently including
law enforcement officers. The main types of expert research that should be
conducted during the investigation of a crime, the responsibility for which is
provided for in Art. 345 of Criminal Code of Ukraine, in particular, forensic
medical one with involvement of forensic medical examiner a specialist
in examination and investigative experiment; video and sound recording
examinations; forensic psychological examination and a set of examinations,
in case of the need for research in criminal proceedings of digital objects,
telecommunications and computer forensic science, in case of receiving
threats by a law enforcement officer or members of his family through
means of communication. Importance of conducting forensic psychological
examinations of law enforcement officers and their family members in order
to receive compensation for the moral damage caused by the offense was
emphasized. Importance of development and research of computer forensic
science and research on digital objects, use of their capabilities during the
investigation of the specified criminal offenses, etc. is argued.

Keywords: forensic science , threat to law enforcement officer, forensic
medical examination, examination, crime scene reconstruction, forensic
video and audio analysis, forensic psychological examination, compensation
for moral damage, research on digital objects, telecommunication
examination, computer forensic science.

Research Problem Formulation. During legal regime of martial law in
the Ukrainian legal field, the question of ensuring the functioning of all state
institutions, the basis of which are people: employees (civil servants), is
increasingly arising. Offenses committed against employees of Security and
Defense Forces of Ukraine block are gaining particular resonance'. This leads
to the need to make appropriate changes to the current legislation. Thus, on
03.03.2022, the legislator adopted the Law of Ukraine: On Amendments to
Certain Legislative Acts of Ukraine Regarding Strengthening Criminal Liability
for the Production and Distribution of Prohibited Information Products, that in
particular, introduced a new Article 435-1: Insult to Honor and Dignity to the
Criminal Code of Ukraine serviceman, threat to a serviceman”. This article
corresponds to Art. 345 of the Criminal Code of Ukraine, protects the same
social relations, but which concern military personnel who ensure national
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security and defense, repulse and deter armed aggression of the Russian
Federation, but has some differences and is more detailed in the wording (for
example, the range of victims from family members has been expanded to
close relatives). This article of Criminal Code of Ukraine aims to protect the
rights of military personnel, their close relatives or family members, and their
normal activities to ensure national security and defense, repulse and deter
armed aggression of the Russian Federation.

A significant part of law enforcement officers are part of the Security and
Defense Forces of Ukraine, protect the integrity and sovereignty of our state,
give their health and lives, become victims of the attack that the Russian
Federation carried out on us, and therefore they should be sure of at least
that that the state protects their health and the health of their family members
from the internal enemy. In connection with the above, we are faced with the
issue of qualitative research on the issue of conducting expert research in
investigation of criminal offenses, responsibility for which is provided for in
Art. 345 of the Criminal Code of Ukraine. In current conditions, almost no
criminal proceedings will reach the stage of a trial, provided there is a high-
quality procedural management, without the presence of expert research
and the proof of the basic facts on which the accusation is based, since any
defense attorney, even in the absence of exceptional abilities, will appeal
any conclusions of specialists, if they are not confirmed by a relevant expert
study and will “collapse” the case if it is based only on specified specialist
conclusions.

Analysis of Essential Researches and Publications. Conducting c forensic
examinations has been fully considered and researched by many domestic
scientists, such as V. P. Bakhin, V. D. Bernaz, V. I. Halahan, V.O. Husieva,
O. O. Zakatov, N. I. Klymenko, S.V. Kobets, V. O. Konovalova, V. H. Lukashevych,
Ye. D. Lukianchykov, Yu. K. Orlova, I. V. Pyrih, M. V. Saltevskyi, M. Ya. Sehai,
Z. M. Sokolovskyi, V. V. Tishchenko, V. Yu. Shepitko, M. H. Shcherbakovskyi
et al. However, only V. O. Husieva? and S.V. Kobets® considered in detail the
questions asked by the investigator while appointing forensic examinations
during investigation of threats or violence against a law enforcement officer.
However, the specified authors did not research the complex of examinations
that can be conducted in the event of the need to examine digital objects,
carry out telecommunications examination and computer-technical
examination during the pre-trial investigation under Art. 345 of Criminal
Code of Ukraine.

While writing research paper, scientific sources were developed on
the issues of conducting forensic examinations, in particular, regarding
conducting forensic examinations of research in the investigation of crimes
against the authority of state authorities
in the field of law enforcement activities
and threats or violence against a law
enforcement officer. Investigative and
judicial practice materials were studied
and analyzed in detail. For research and
full analysis of the mentioned topic, when
writing the work, normative legal acts
of national legislation were developed
and their comparison was made. In
addition, a significant number of manuals,
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periodicals, research papers of domestic scientists, materials of investigative
and judicial practice were processed.

While conducting the research, certain set of general scientific and special
scientific methods were used that ensured correct definition of the subject
and tasks of the research, and became the basis of comprehensive analysis
of researched issue.

Application of dialectical method of research made it possible to
investigate the legal nature of conducting forensic examinations of threats
or violence against law enforcement officer, and made possible to determine
main examinations that should be carried while investigating this type
offenses. The comparative legal method was used during the analysis of
expertise necessary for qualitative evidence in the investigation of this
type of crime. Its application helped to explore the types of expertise that
will most often be useful while investigating threat or violence against a
law enforcement officer at various levels using the methods of systemic-
historical, logical analysis, analogy to clarify both internal connections and
dependencies within the framework of legal systems being compared, as well
as their development in the context of a specific State and society.

The method of formal logic was used as a universal way of argumentation.
The method of meaningful legal logic was used to determine the place and role
of forensic examinations conducted in the investigation of a threat or violence
against a law enforcement officer, and the use of comparative methods made
possible to analyze domestic legislation and the practice of applying certain
norms in the professional activities of investigators in investigation of a threat
or violence against law enforcement officer.

Article Purpose is to find out specifics of appointment of typical forensic
examinations, the need for which arises during the investigation of a criminal
offense under Art. 345 of the Criminal Code of Ukraine: Threat or violence
against a law enforcement officer.

Main Content Presentation. Provisions of Article 10 of Law of Ukraine:
On Judicial Examination stipulate that forensic experts can be persons
who have the necessary knowledge to provide a conclusion on the issues
under investigation. Forensic experts of State specialized institutions can
include specialists who have a relevant higher education, educational and
qualification level not lower than specialist, who have undergone appropriate
training and received qualification of forensic expert in certain specialization.
Forensic experts who are involved in conducting forensic examinations
(examinations and research), in addition to those conducted exclusively by
state specialized institutions, are required to have appropriate training in
state specialized institutions of the Ministry of Justice of Ukraine and to be
certified®.

Forensic expert activity is carried out by State specialized institutions,
their territorial branches, forensic science institutions of communal form
of ownership, as well as forensic experts who are not employees of these
institutions, and other specialists (experts) in relevant fields of knowledge
in the manner and under the conditions specified by this Law, but State
specialized institutions carry out forensic expert activity related to forensic,
forensic medical and forensic psychiatric examinations®.

More detailed conditions and recommendations for conducting
examinations by state specialized institutions are set out in Instruction
on appointment and conducting forensic examinations and researches
approved by the order of the Ministry of Justice of Ukraine N©53/5, dated on
08.10.1998, and forensic experts, who are not employees of state specialized
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IBan ®egopumesn

EKCITEPTHI JOC/IIIKEHHS
TIPVI TIPOBA/T)KEHHI
KPVIMIHAJTBHMX
TIPABOIIPYIIIEHD,
BIZTIOBITAJTBHICTD 3A SIKI
MEPEIBAYEHA CT. 345 KK
YKPATHU

VY craTTi posmIAHYTO BaXIUBICTH
30epeXeHHSI Ta OXOPOHU JKUTTS
i 3pgoposm  ciyxbGopuis  Cuur
Gesriekn 7 0OOpOHM, [0 SKMX
Ha TelepillHi Yac HajleXxaTb i
IpariBHUKN IIPaBOOXOPOHHVIX
oprasis. Bucsitiieno OCHOBHI
BUIV  €KCIIepTHUX  IOCITiII)KeHb,
SKi MaloTh OyTu IIpoBereHi Iif
4Jac PposcrigyBaHHS 3JI0YVHY,
BIJITIOBiIaJTbHICTH 3a SIKUTL
nepesbavena cr. 345 KK Vkpainn,
30KpeMa,  CyJIOBO-MeIWdHol, i3
3aJly4eHHsIM B SIKOCTi cIIeltiajicra

CY/I0BO-MEJIVYHOr O eKkcriepTa
10 HpOBe}leHHS{ OCBi):[yBaHHSI
Ta CITiTIoro eKCIIepUMeHTY;
eKCIIepPTV3M  Bi/leo-, 3ByKO3aImucy;

CYAOBO-TICUXOTOTIid4HOT
eKCIIepTu3u Ta KOMILJIEKCY
ekcriepTus, y pasi HeoOXimHOCTi
)IOCHiJ:[)KeHHH y KpV[MiHa]’[bHOMy
IpoBajKeHHi 1MppPoBUX 00€KTiB,
TeJIeKOMYHIKallilfiHOI ~ eKCIIepTuUsu
Ta KOMH,YOTepHO-TeXHquOi
eKCIlepTu3, y pasi OTpUMaHHA
[Orpo3  IIPaBOOXOpOHIEM  abo
ujleHaMy VIOTO POJIVHM  uepe3
3acobm 3Bs3Ky. HarosomeHo Ha
BaXJIMBOCTI ITPOBEJIEHHSI CYHOBO-
TICVIXOJIOTIIHMX ~ eKCIIepTu3  IOJI0
npariBHUKIB TIPaBOOXOPOHHMX
OpraHiB Ta ujleHiB IX POOWH JJId
OTpUMaHHs KOMTIeHcallii 3a 3aBgany
MOpaJIbHY IIKO[IM BiJl BYMHEHOro
IIPaBOIIOPYII€HHS. AprMeHTOBaHO

BaykKJTUBICTH PO3BUTKY Ta
TIOCIiIKeHH KOMII'FOTepHO-
TeXHIUHMX €KCIepTns3 Ta

JIOCITiKeHb  IUdpPoBUX  00€KTiB,
BUKOPUCTaHHS  iX  MOXJIMBOCTEN
mij yac posciliyBaHHs BKa3aHMX

KpUMiHaIbHUX TIpaBoOTIOPyIIIeHb
TOIIIO.
Kitrouosi CJI0Ba: cyaosa

eKCIIepTV3a, II0rpo3a IpalliBHUKY
IIPaBOOXOPOHHOIO OpraHy, CyH0BO-
MeJIuHa eKCIIepTi3a, OCBi/1yBaHHS,
CITITUINTI-eKCIIePUMEHT, eKCIIepTu3a
Bifteo-, 3BYKO3aIINCY, CyJ10BO-
TICUXOJIOTiuHa eKCIIepTusa,
BiJIIITKOy BAaHHS MOPaJIbHOT IITKOJINA,
JocutipkeHHss 1 poBux 0o0'eKTiB,
TeJIeKOMyHiKalliflHa  eKcIlepTu3a,
KOMIO ' I0OTepHO-TexXHidHa
eKCIIepTu3a.
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EXPERT INVESTIGATIONS IN
THE CONDUCT OF CRIMINAL
OFFENSES, RESPONSIBILITY
FOR WHICH IS PROVIDED BY
ART. 345 OF THE CRIMINAL
CODE OF UKRAINE

The article considers the
importance of preserving and
protecting the life and health of
employees of the Security and
Defense Forces, which currently
includes law enforcement officers.
The resonance of offenses related
to threats to military personnel, law
enforcement officers and members
of their families and families,
in  particular, regarding the
legislator’s attention to the specified
issue, is emphasized. Current
issues related to legal and forensic
features of conducting forensic
examinations in the investigation
of threats or violence against a law
enforcement officer are highlighted.
The investigated issues and
established the main types of
expert research, which should be
conducted during the investigation
of the crime, the responsibility
for which is provided by Art. 345
of the Criminal Code of Ukraine,
in particular, forensic medical,
with the involvement of a forensic
medical expert in the conduct of
examination and investigative
experiment, examination of
video, sound recording, forensic
psychological examination and a
set of examinations, in the case of
the need for research in criminal
proceedings of digital objects,
telecommunications expertise
and computer-technical expertise,
in case of receiving threats by
a law enforcement officer or
members of his family through
means of communication. The

importance of conducting forensic
psychological

examinations  of
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institutions and carry out forensic expert activity on a professional basis,
ensure the conduct of examinations and research in accordance with the
requirements of the Instruction on the peculiarities of forensic expert activity
by certified forensic experts who do not work in state specialized expert
institutions, approved by the order of the Ministry of Justice of Ukraine
Ne 3505/5, dated December on 12, 201, registered in the Ministry of Justice
of Ukraine N21431/2016 on December 12, 2011 under N21431/20166°.

Regarding interpretation of Law of Ukraine: On Judicial Examination,
the Ministry of Justice of Ukraine provided clarifications dated 06.08.2015,
that in particular, define a number of provisions that regulate the specifics of
conducting forensic expertise. Article 7 of the Law of Ukraine: On Judicial
Examination made it possible for the legislator to involve, in addition to
forensic experts, other specialists from relevant fields of knowledge, however,
such an opportunity to involve other specialists was provided for conducting
research on non-traditional, rare objects (gas pipelines, power plants, etc.).
Involvement in conducting forensic examinations of a business company,
without specifying a specific executor, calls into question the admissibility
of the forensic expert’s opinion obtained in this way, since third parties had
access to it, in particular, the head of the “private expert institution”, whose
legal status is in the implementation of forensic expert activities. not yet
determined. Thus, the examination can be assigned only to state specialized
institutions, the list of which is defined by Article 7 of the Law of Ukraine: On
Judicial Examination or to specific forensic expert (forensic experts)’.

According to the analysis conducted by S. V. Kobets regarding the
criminal proceedings under investigation under Article 345 of the Criminal
Code of Ukraine, among forensic expert studies, the following are common:
forensic psychiatric (76.9%), technical research on materials and means of
video and sound recording (63.3%), expertise cold (32.3%) and firearms
(45.1%) weapons®. During our generalization of investigative and judicial
practice materials, somewhat similar indicators were obtained.

One of defining types of forensic examinations conducted during
investigation of threat or violence against a law enforcement officer is a
forensic medical examination, since the proportion of criminal offenses of
this category is committed with the use of violence against law enforcement
officer.

As . V. Zahorodnii notes, while conducting forensic medical examination
in criminal proceedings on crimes involving bodily harm, a number of
typical issues are resolved: 1) degree of severity of bodily harm; 2) number,
nature, location and origin of bodily injuries; 3) length of time the physical
injuries have been inflicted; 4) the sequence of inflicting physical injuries;

5) mutual location of the victim
and the suspect during the
® Hakas Minicrepcrsa roctunii  VKpaiHu  Bif
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Ta eKCIIepTHUX JI0CITiKeHb Ta HaykoBo-meTomgyranmx
PeKOMeH/IaIliil 3 INTaHp IIIFOTOBKY Ta IPU3HAYeHHs
CYHOBUX eKCIIepTM3 Ta eKCIIePTHUX [IOCII/KEHb»:
Haxkas Minicrepcrsa toctuiiii Ykpaian i 08.10.1998
No53/5. // Basa manmx «3aKOHOMABCTBO YKpaitm» /
Bepxosna Pama Vxpaiau. URL:https://zakon.rada.
gov.ua/laws/show/4038-12#Text
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subekti-sudovo-ekspertnoi-diyalnosti-ih-status-ta-
povnovajennya-06082015
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infliction of physical injuries, the presence of signs of struggle;
6) determination of the instrument used to cause bodily harm; 7) degree
of disability. This Issue is important not only for determining the severity of
bodily injuries and the proper qualification of the act, but also for determining
the amount of damage caused by the crime. Nature of the damage caused
can help the expert understand what object caused the damage and thus
help the investigator and operatives in the search for the object of the
criminal act®.

Forensic medical examination is not the only research involving
specialists in the field of medicine. According to V.O. Husieva, while
investigating crimes against authority of public authorities in the field of law
enforcement, when it comes to encroaching on the life and health of law
enforcement officers or members of their families, the investigator must
use special medical knowledge'®. The author pays great importance to the
involvement of a forensic expert to participate in the investigative experiment
and conduct an examination of the victim immediately after commission of
violent acts against him!'!.

Thus, forensic medical examiner, who conducts a previously appointed
forensic medical examination, is involved in participation in an investigative
experiment, when a suspect, victim or witness demonstrate (visually) how
the case of a criminal offense was reflected in their imagination, whether it is
complete or complete reproduction of the situation and circumstances of the
event, or only mechanism of committing a murder or causing bodily harm
to a victim. The purpose of his participation in crime scene reconstruction
is to perceive mechanism of inflicting bodily harm, ask additional questions
to the participant in order to further compare the testimony of the victim,
witness or suspect with the actual data of the event of a criminal offense (for
example, whether the mechanism of committing a murder, demonstrated
by the suspect during crime scene reconstruction and forensic medical
examination of the corpse). In other words, results of crime scene
reconstruction can be used to confirm or expose testimony of the suspect or
the victim at the pre-trial investigation, carried out during forensic medical
examination based on crime scene reconstruction results'?.

Regarding the examination of the victim, A. V. Danylenko et al. indicate
the need to conduct a forensic medical examination only within the
framework of the forensic medical examination, and not as an independent
investigative (search) action, because while forensic examination there is a
need to apply specific expertise in the field of medicine to identify traces of a
criminal offense, then it will be sufficient to involve a forensic medical expert
or a doctor (as during the examination of the scene in corpse availability), and
not to conduct an independent investigative (search) action: forensic medical
survey'>.

The vast majority of crimes committed under Art. 345 of the Criminal
Code of Ukraine include acts of bodily injury to the victim. As S.V. Kobets
notes, analysis of criminal proceedings under Art. 345 of the Criminal Code

3aropopnin 1. B. Po3ciifgysaHHs 37104MHiB, ITOB SI3aHNX 3 HAHECEHHSIM TiUIECHMUX YIIKOIDKEeHb :
7. ... Kaup..opu,. Hayk: 12.00.09. Opeca, 2018. C. 178.

T'ycesa B. O. Posp crerjagpHux MeOWUHMX 3HAHb IIPY PO3CII/IyBaHHI 3/I0YMHIB IIPOTH
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officers

law  enforcement and
their family members in order to
receive compensation for the moral
damage caused by the offense
was emphasized. The importance
of the development and research
of computer-technical expertise
and research of digital objects in
the investigation of the specified
criminal offenses is argued. The
inadmissibility of engaging as an
expert private economic companies
that provide expert services has
been proven. Emphasis is placed
on the application by the expert of
modern achievements of science
and technology, available methods
and techniques, special literature,
equipment, software products, etc.,
which enable the expert to reach
a scientifically based objective
conclusion.

Key words: forensic examination,
threat to a law enforcement officer,
family members, forensic medical
examination, investigation,
investigator-experiment, video and
sound recording examinations,
forensic psychological
examination, compensation for
moral damage, research of digital
objects, telecommunications
examination, computer- technical
expertise.
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SUCHT NACH EXPERTEN
FUR STRAFVERFAHREN,
DEREN VERANTWORTUNG
IN ARTIKEL 345 DES
STRAFGESETZES DER
UKRAINE VORGESEHEN IST

Der Artikel wuntersucht die
Bedeutung der Erhaltung
und des Schutzes von
Leben und Gesundheit von
Mitarbeitern ~ der  Sicherheits-
und Verteidigungskréfte,
zu denen derzeit auch
Strafverfolgungsbeamte
gehoren. Die wichtigsten
Arten von  Fachwissen, die
bei der Untersuchung einer
Straftat  durchgefiihrt ~ werden
miissen, fiir die die Haftung in
Art. 1 vorgesehen ist. 345 des
Strafgesetzbuches der Ukraine,
insbesondere der forensischen
Medizin, unter Beteiligung eines
forensischen Sachverstindigen als
Spezialist fiir Untersuchungs- und
Forschungserfahrung; Video- und
Tonaufzeichnungspriifungen;
forensisch-psychologische
Untersuchung und eine Reihe
von Untersuchungen, falls im
Strafverfahren Forschungsbedarf
zu digitalen Objekten besteht,
Telekommunikationsuntersuchung
und computertechnische
Untersuchung, falls Drohungen von
einem  Strafverfolgungsbeamten
oder seinen Familienangehorigen
iiber Kommunikationsmittel
eingehen. Hervorgehoben
wurde die  Bedeutung  der
Durchfithrung forensisch-
psychologischer  Untersuchungen
von Strafverfolgungsbeamten
und ihren Familienangehorigen,
um eine Entschddigung fiir den
durch die Straftat verursachten
moralischen Schaden zu erhalten.
Die Bedeutung der Entwicklung
und Erforschung von IT-Expertise
und der Suche nach digitalen
Objekten, die Nutzung ihrer
Fahigkeiten bei der Aufklarung der
angegebenen Straftaten usw.

Schlisselworter:
forensisch-wissenschaftliche
Analyse, Bedrohung eines
Strafverfolgungsbeamten,
forensische Untersuchung,
Untersuchung, experimenteller
Ermittler, Untersuchung von
Video- und Tonaufzeichnungen,
forensisch-psychologische
Untersuchung, Entschddigung fiir
moralischen Schaden, Suche nach
digitalen Gegenstianden, rechtliche
Priifung der Telekommunikation
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of Ukraine indicates that the injuries caused to law enforcement officers are
mostly mild, less often, moderate and severe ones'“.

Determination of severity of bodily injuries is carried out on the basis
of the Rules for Forensic Medical Determination of the Severity of Bodily
Injuries, approved by the Order of the Ministry of Health of UkraineN2 6 dated
on January 17, 1995. In accordance with subparagraph 2 of paragraph 2 of
Article 242 of Criminal Procedural Code of Ukraine, the determination of
the severity and nature of bodily injuries is the responsibility of investigator
or prosecutor during forensic examination'. In addition, as S.V. Kobets
rightly noted, forensic medical examinations of living persons in criminal
proceedings play important role. In particular, they are an important factor
that determines the creation of legal prerequisites for compensation for
physical damage to health'®.

Great attention S.V. Kobets invests to forensic video and audio analysis,
since often illegal actions of criminals can be recorded on video surveillance
cameras, because specified criminal offenses are committed mainly in public
places (streets, squares, parks, courtyards of residential buildings, territories
of enterprises, commercial establishments, etc.) due to the fact that these
illegal actions are mostly recorded on portable body cameras, which are an
integral part of equipment of modern police officers!’.

Very urgent is the issue raised by scientist V.O. Husieva, namely, on
conducting a forensic psychological examination during the investigation of
crimes against authority of public authorities in the field of law enforcement
in relation to the victim: law enforcement officer and his close relatives.
Conducting this examination is important to compensate for the damage
caused not only to physical health of the victims of this crime, but to mental
one's.

In our opinion, the direction of research on conducting computer forensic
examinations, examinations of telecommunication systems (equipment) and
means, in other words, the expert’s study and recording of receiving threats
by alaw enforcement officer through means of communication and electronic
information systems to provide victims with evidence of correspondence
or recorded on a voice recorder or through special applications in mobile
phones, telephone conversations and providing them to investigators in the
case as evidence of illegal activities is promising.

This issue is relevant, since we are currently living in the era of electronic
technologies and crime is increasingly using the means of committing a
criminal tort in its activities, which have a high degree of latency. These tools
include tools of digital nature, since they leave fewer traces in surrounding
space.

Analyzing content of criminal proceedings and case files, we come to the
conclusion that today the “collective image” of a criminal has become more
sophisticated, both in the field of knowledge of legal nature, namely awareness
of gaps in the legislation of both a legal and procedural nature, which can help
to avoid responsibility for the committed offense, abuse of procedural rights,
etc., as well as knowledge of the work methods of law enforcement officers,
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both at the stage of preparation for commission of crime (methods of crime
detection and investigations) and at the stage of pre-trial investigation and
conducting investigative (investigative) actions at the same time. These
trends are primarily related to increase in the general level of education of the
population, as well as the increase in speed of information transfer between
individuals, to a greater extent due to the expansion of access to the Internet
among the population. We do not want to say that access to Internet for the
general public is bad, but only that crime is a reflection of the people and it
receives a new round of development along with the development of society.
In this regard, research on electronic evidence will become more and more
important in our time, and therefore it is necessary to further develop the
specified direction of forensic science, in particular, regarding the conduct of
forensic examinations on specified topic.

While investigating crimes under Art. 345 of the Criminal Code of Ukraine,
the investigator may conduct the following types of examinations. Depending
on the confidentiality of the information, it is possible to place a threat against
a law enforcement officer or his family members on public pages (on pages
in social networks and open channels in messengers), it is possible to receive
a report on the fact of placing these messages on information resources and
their fixation by forensic science institutions, even if they are deleted, and for
private messages and private-public messages (access is allowed through a
referral link or selected users) only fixing their content, if the messages are
available at the time of relevant forensic expert actions.

Depending on the method of transmission of messages, it is possible to
conduct telecommunication expertise and computer-technical expertise,
which will make it possible to establish the facts and methods of transmitting
(receiving) information in the electronic environment and the ways of routing
specified data (IP address), establishing the fact of access to information
resources during correspondence, identifying technical means and network
resources from which correspondence was carried out, etc.!?

The following digital objects may be subject to research, that can contain
a threat to law enforcement officer or members of his family:

- text messages: linguistic examination of written speech (handwriting
and authoring examination according to the digital writing research
methodology), that can provide forensic expert answer to a number of
questions: whether a digital record was made by a specific person, one or
different persons, several different records were made, as well as establish the
fact of posting (corrections) and the relative prescription of digital records;

- voice messages: in case of objections by other participants or doubts
about the fact that the voice belongs to the party to trial or the fact of evidence
falsification and editing of the sound recording can be identified using
the appointed forensic video and audio analysis establishing the person’s
compliance with the physical parameters of the voice on the sound recording,
confirms or refutes the fact of falsification of this evidence, as well as the
linguistic examination of oral speech, which identifies the person according to
content on sound recording according to linguistic parameters of oral speech;

- multimedia messages (combine text, sound, photo, video materials):
forensic photo examination will help to find out the fact of availability of
signs of photo editing, as well as the time and place of their production and,
if available, the change of these files by graphic editors, forensic video and
audio analysis for obtaining metadata and availability or lack of editing, as
well as linguistic research oral speech on video?®.
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RECHERCHES D’EXPERTS
DANS LES PROCEDURES
PENALES, DONT LA
RESPONSABILITE EST PREVUE
PAR ARTICLE 345 DU CODE
PENAL DE L'UKRAINE

Larticle examine limportance
de préserver et de protéger la vie
et la santé des employés des forces
de sécurité et de défense, parmi
lesquelles figurent actuellement
les agents des forces de lordre.
Les principaux types dexpertises
qui doivent étre menées lors de
l'enquéte sur un crime dont la
responsabilité est prévue a I'Art.
345 du Code pénal de 1'Ukraine,
en particulier celui de la médecine
légale, avec la participation dun
expert médico-légal en tant que
spécialiste de lexamen et de
I'expérience de recherche ; examens
d’enregistrement vidéo et sonore;
examen psychologique médico-
légal et un ensemble d’examens, en
cas de nécessité de recherche dans
le cadre dune procédure pénale
sur des objets numériques, examen
des télécommunications et examen
technique informatique, en cas de
réception de menaces de la part
d’'un agent des forces de l'ordre ou
de membres de sa famille par le
biais de moyens de communication.
Limportance de procéder a des
examens psychologiques médico-
légaux des agents des forces
de lordre et des membres de
leurs familles afin d'obtenir une
indemnisation pour le préjudice
moral causé par linfraction a
été soulignée. Limportance du
développement et de la recherche
de l'expertise informatique et de
la recherche d'objets numériques,
l'utilisation de leurs capacités lors
de lenquéte sur les infractions
pénales spécifiées, etc.

Mots-clés: analyse scientifique
légale, menace envers un
agent des forces de Ilordre,
examen médico-légal, enquéte,
enquéteur expérimental, examen
d’enregistrement vidéo et
sonore, examen psychologique
légal,
moral, recherche
numériques, examen
télécommunications

réparation du préjudice
d’objets
légal de
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BADANIA EKSPERTYZOWE
W SPRAWIE POSTEPOWANIA
PRZESTEPSTWA, ZA KTORE
ODPOWIEDZIALNOSC
PRZEWIDUJE ART. 345
KODEKSU KARNEGO
UKRAINY

W artykule TOZWazono
znaczenie zachowania i ochrony

zycia i zdrowia pracownikow
Sil  Bezpieczeristwa i Obrony,
do ktérych obecnie  zaliczaja

sie  funkcjonariusze  organow
Scigania. Podkreéla si¢ rezonans

przestepstw zwigzanych z
grozbami wobec personelu
wojskowego, funkcjonariuszy

organéw $cigania oraz czlonkéw
ich rodzin i rodzin, w szczeg6lnosci
ze  wzgledu na  zwrdcenie
przez ustawodawce uwagi na
okreslong kwestie. Podkreslono
aktualne zagadnienia zwigzane z
prawnymi i kryminalistycznymi
cechami przeprowadzania
badari  kryminalistycznych ~ w
dochodzeniu w sprawie grézb lub
przemocy wobec funkcjonariusza
organow $cigania. Zbadano
problematyke i ustalono gtéwne
rodzaje badan eksperckich, jakie
nalezy przeprowadzi¢c w toku
sledztwa w sprawie przestepstwa,
za ktore odpowiedzialnos¢
przewiduje art. 345 Kodeksu
karnego Ukrainy, w szczegolnosci
medycyny sadowej, z udzialem
bieglego medycyny sadowej w
przeprowadzeniu  ogledzin i
eksperymentu dochodzeniowego,
badaniu obrazu, nagrania
dzwiekowego, kryminalistycznym
badaniu  psychologicznym oraz
zestawie badan, w przypadku
koniecznosci przeprowadzenia
badaiin w postepowaniu karnym
przedmiotéw cyfrowych,
ekspertyz  telekomunikacyjnych
oraz ekspertyz informatyki, w
przypadku  otrzymania przez
funkcjonariusza organéw S$cigania
lub czlonkéw jego rodziny grézb
za posrednictwem srodkéw
komunikacji.Podkreslono
znaczenie przeprowadzania
kryminalistycznych badan
psychologicznych funkcjonariuszy
organoéw Scigania i czlonkow
ich rodzin w celu wuzyskania
naprawienia  szkody  moralnej
wyrzadzonej przestepstwem.
Argumentuje si¢ znaczenie rozwoju
i badan ekspertyzy komputerowo-
technicznej oraz badar obiektow
cyfrowych w dochodzeniu w
sprawie okreslonych przestepstw.
Udowodniono niedopuszczalnosé
angazowania w charakterze
eksperta prywatnych firm
gospodarczych $wiadczacych
ustugi eksperckie. Nacisk ktadziony
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Conclusions. Conducting forensic examinations while investigation
of threat or violence against law enforcement officer is of fundamental
importance not only for the of quality investigation, but for possibility of a
logical conclusion of the specified criminal proceedings during the trial.
It is the of forensic expert conclusion that is one of the links of the pre-trial
investigation and trial on which criminal proceedings is held.

Investigator who will have to investigate criminal offenses under Art. 345
of the Criminal Code of Ukraine, depending on the investigative situation,
should definitely consider conducting a forensic medical examination,
with involvement of forensic expert in conducting investigative (search)
actions, such as examination and crime scene reconstruction, forensic
video and audio analysis, forensic psychological examination and a
complex of examinations, if necessary, research in criminal proceedings
of digital objects, telecommunication examination and computer forensic
examinations, in case of receiving threats by a law enforcement officer or
members of his family through means of communication.

At the same time, the investigator, while appointing forensic examinations,
should be guided by the provisions of the current legislation, as well as the
scientific and methodological rules provided for by the Instruction on the
appointment and conduct of forensic examinations and expert research
and scientific and methodological recommendations on the preparation and
appointment of forensic examinations and expert research, approved by the
order N°53/5 of the Ministry of Justice of Ukraine dated on 08.10.1998, in
terms of determining the necessary expert research and formulating correct,
logical and accurate questions for forensic expert decision.
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jest na wykorzystanie przez
eksperta wspoélczesnych osiggnied
nauki i techniki, dostepnych metod
itechnik, specjalistycznejliteratury,
sprzetu, oprogramowania itp.,
ktore  umozliwiaja  ekspertowi
wyciggniecie obiektywnych
wnioskéw opartych na podstawach
naukowych.
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