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The article examines the impact of cybercrime on the work of higher ed-
ucation institutions and the ways to prevent and overcome cyberattacks. It
is substantiated that the use of computer technology, along with its bene-
fits, poses certain threats in terms of the complexity of data protection. It is
found that today the global trends in countering cyber threats are inferior to
the attackers, which leads to aggressive and successful cyber attacks by the
latter. It is proved that attacks on learning networks have recently intensified
significantly. Organisational measures to address cybersecurity issues are
proposed. Based on the material studied, it is concluded that the effective-
ness of countering cyber attacks and, as a result, the successful and stable
functioning of higher education institutions in Ukraine depends on the level
of preparedness, competence and responsibility of the participants.

Keywords: crime prevention, information security, cybersecurity, cy-
bercrime, preventing cybercrime, higher education institutions, information
space of a higher education institution.

Introduction. It should be recalled that the ongoing deepening of the so-
cio-political, financial and economic crisis, the war caused by the aggres-
sion of the russian federation spontaneous migration of the population, ex-
tremely high unemployment and growing social insecurity have led to social
tension and increased the criminogenic potential of society. Given these
circumstances, improving existing and developing new crime prevention
strategies and measures are in the focus of attention of representatives of
all branches of government and academics'. In the face of growing threats
in cyberspace and the spread of cybercrime, higher education institutions
must pay increased attention to the cybersecurity of their information re-
sources. Cybercriminals use social engineering techniques to collect data
on the preferences, behaviour and habits of students and staff, which allows
them to more easily penetrate internal university systems, manipulate users
or fraudulently gain access to important data.

To counter these threats, universities have an increased responsibility to
protect academic information, research and personal data of students and
staff. This means regularly reviewing security policies and computer net-
work architecture, as well as restricting open access that could create vul-
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nerabilities for external attacks. According to the researchers?, an important
aspect of security is also the training of students and university staff in the
principles of cyber hygiene, which will help minimise fraud and data theft. In
addition, universities should develop effective cybersecurity strategies, in-
cluding two-factor authentication, data encryption, and systems for monitor-
ing and responding to suspicious activity. This approach allows not only to
strengthen cyber defences but also to adapt to new challenges in the field of
cybersecurity, which is becoming critical in the modern world.

Literature Review. The factors influencing the cybersecurity of high-
er education institutions in Ukraine and the world have been the subject of
research by domestic scholars. These are, for example, I. Bilous, I. Galona,
O. Zakharova, M. Kyrychenko, O. Kohanovska, O. Lytvynov, S. Lukashevych,
N. Muranova, O. Sikora, N. Filipenko, Z. Shatska, I. Shemelynets, and others.

Foreign researchers did not stay away from these problems. Among
them are M. Carr, E. Kost, K. Palkova, A. Piazza, V. Rakstins, A. Spruds,
L. Jula, N. Schwartz, A. Vasudevan and many others.

However, research into the problems of cybersecurity of the educational
process requires significant further theoretical developments and their prac-
tical implementation. In the context of instability caused by military opera-
tions, the security of information systems and networks in higher education
institutions is becoming a particularly pressing issue. The technical means
of protection against cyberattacks that can threaten both student and faculty
data, as well as research and administrative systems, need to be constantly
improved and adapted to new challenges. Therefore, it is particularly import-
ant to ensure reliable protection of information from external threats, as the
enemy may use cyberattacks as a tool to destabilise the education and sci-
ence system.

In addition, it is necessary to develop mechanisms for adapting the ed-
ucational process to changing conditions, in particular, given the transition
to distance learning or the use of online resources, which also creates new
challenges for cybersecurity. In a time of war, it is of great importance to train
students and teachers in the safe use of information technology, as well as
to create systems that ensure reliable monitoring and control of information
flows.

Results and Discussion. With the growing threats in cyberspace, cyber-
criminals are using increasingly sophisticated social engineering techniques
to gain access to personal data of university staff and students, including in-
formation about their online behaviour and interests. This is forcing universi-
ties to assume increased responsibility for the protection of academic digital
data. To do this, they are forced to constantly strengthen their cybersecurity,
ensure regular monitoring of computer networks and control access to infor-
mation resources.

At the same time, there are problems that accompany the introduction
and use of information and communication technologies (hereinafter — ICT)
in higher education institutions (hereinafter — HElIs), in particular: insuffi-
cient funding for the purchase of modern equipment and the introduction of
ICT; lack of strategic vision on the part of the HEl management regarding the
integration of ICT; low level of awareness among teachers and students about
the possibilities and use of ICT in the educational process; lack of qualified
specialists capable of ensuring the effective operation and cybersecurity of
ICT in the institution

In line with the first three points, many HEIs have made efforts to address
these issues. However, the fourth problem — the lack of cybersecurity spe-
cialists — is the most critical and relevant not only for individual institutions
but also at the national level.
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KIBEPBE3ITEKA
TH®OPMAIIIVIHOTO
IIPOCTOPY BMIIIOI'O
HABYAJIBHOI'O 3AKJIALY

Y crarti posmisHyTO BIUIUB
KibepsioununocTi  Ha  pobory
3aKJIa/IiB BUIIIOT OCBITYM Ta IIISIXM 3a-
nobiranHs i rogoslaHHs Kibeparax.
OOGrpyHTOBaHO, IO BUKOPVCTAHHS
KOMIT'IOTEPHIX T€XHOJIOTi, TIPS/ 3
X IlepeBaramMu, Hece TeBHi 3arposu 3
TOUKM 30PY CKJIaJIHOCTI 3aXUCTY J1a-
HuX. 3’sIcoBaHO, 1110 CHOTO/Hi CBITOBI
TeHJIeHIil TpoTuIii Kibepsarposam
TIOCTYTIAIOThCS 3JIOBMUCHMKAM, IIIO
OpW3BOAWUTH [I0 arpecuBHUX Ta
ycmimHux Kibeparak 3 60Ky ocTaH-
Hix. [loBefeHo, 1110 OCTaHHIM Yacom
3HAYHO aKTWBi3yBasmcs aTaky Ha
HaBYaJIbHi Mepesxi. 3arporIoHOBaHO
opraHizamiviHi 3axofgu IS BU-
pitennst pobiiem  KibepOesrekmt.
Ha ocHoBi BUBuYeHoro warepiaiy
3po0JIeHO BMCHOBOK, IO e(eKTUB-
HicTh mpoTuaii Kibepatakam i, sk
HaCJIiIoK, ycminiHe Ta crabiibHe
dyHKIIIOHYBaHHSI ~ 3aKJIafiB  BU-
moi OocBiTM B YKpaiHi 3a7eXWuTh
BiJl PiBHS MiIrOTOBJIEHOCTi, KOM-
TIETEHTHOCTI Ta BiIMOBITa/TBHOCTL
YYacHVKiB.

Kitrouosi cj1oBa: 3artobiraHHst 3710-
uMHHOCTI, iHdopMmarninHa Gesrneka,
kibepbesrieka,  KiGep3IOUMHHICTB,
3arobiranHs KibGepsounHam,
3aKJIay BUINOI OCBiTH, iH(OpMa-
LiTHUV TIPOCTip 3aKjajy BUIIOL
OCBiTH.
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CYBERSICHERHEIT DES
INFORMATIONSRAUMS EINER
HOCHSCHULEINRICHTUNG

Der Artikel untersucht
die Auswirkungen der
Cyberkriminalitdt auf die Arbeit
von Hochschuleinrichtungen
und die  Moglichkeiten  zur
Verhinderung und Bewiltigung
von Cyberangriffen. Es wird
nachgewiesen, dass der Einsatz
von Computertechnologie
neben ihren Vorteilen auch ge-
wisse Gefahren in Bezug auf die
Komplexitit des Datenschutzes
mit sich bringt. Es wird festge-
stellt, dass die heutigen globalen
Trends bei der Bekdmpfung von
Cyber-Bedrohungen den
Angreifern unterlegen sind, was
zu aggressiven und erfolgreichen
Cyber-Angriffen durch letztere
fithrt. Es ist erwiesen, dass die
Angriffe auf Lernnetzwerke in
letzter Zeit erheblich zugenommen
haben. Es werden organisatorische
MaBinahmen zur Bewiltigung
von Cybersicherheitsproblemen
vorgeschlagen. Auf der
Grundlage  des  untersuchten
Materials wird der Schluss ge-
zogen, dass die Wirksamkeit
der Abwehr von Cyberangriffen

und damit das erfolgreiche
und stabile Funktionieren
von Hochschuleinrichtungen

in der Ukraine vom Grad der

Vorbereitung, Kompetenz und
Verantwortung der Beteiligten ab-
hangt.

Schliisselwdrter: Verbrechensverhiitung,
Informationssicherheit, Cybersicherheit,
Cyber kriminalitdt, Verhinderung
von Cyberkriminalitdt, Hochschu
leinrichtungen, Informationsraum
einer Hochschuleinrichtung.

Cybersecurity of the Information Space of a Higher Education Institution

Research shows?, that DDoS attacks are one of the most common cy-
berattacks on educational resources of educational institutions. They create
difficulties with access to resources and disrupt the learning process. This
confirms that cyber threats are a real and priority problem for modern soci-
ety, including for the educational and scientific activities of higher education
institutions. Cybersecurity is becoming especially relevant for universities,
which train highly qualified personnel on a daily basis and play a systemic
role in strengthening the defence capability of our country.

The modern introduction of information and communication technolo-
gies has become widespread and is a global trend that penetrates all spheres
of life, especially interactive learning. Informatisation leads to an increasing
dependence on ICTs in research and education, where information technolo-
gies are becoming important both as tools and factors in the functioning and
development of education®.

It should be noted that most higher education institutions have moved
from a traditionally conservative educational and research process to mod-
ern information (educational and research) activities. The transition to the
new format was accompanied by the creation of their own information space,
which included the following main steps:

Updating and modernising ICT equipment — introducing modern hard-
ware and software to support educational and research processes.

Development of the official website of the higher education institution and
its structural units — providing access to information about the institution, its
activities, educational programmes and other important resources.

Connecting the higher education institution to the Internet and creating an
internal network — the network provides information exchange and commu-
nication between employees, students and structural units of the university.

Implementation of electronic document management — transition from
paper to digital form of documents for ease of storage, processing and trans-
fer.

Implementation of a distance learning system — the ability to conduct
online training, which is especially relevant for the current military realities
of Ukraine, when almost half of students and teachers may be in different re-
gions of Ukraine, even abroad.

Development of e-learning resources — creation of materials and manu-
als in digital format available to students for self-study.
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Creation of an electronic library — providing students and faculty with ac-
cess to e-books, scientific articles and other information resources.

Implementation of a system of electronic journals for publishing scientific
results — providing a convenient tool for scientific activity and publication of
scientific research.

Using a video conferencing system opens up the possibility of conducting
lectures, seminars and meetings remotely, which is of particular importance
for higher education institutions in times of war. Thanks to such technologies,
educational processes can continue without physical presence in classrooms,
which is a critical measure for the safety of both students and teachers, as it
avoids the risk of injury in areas of possible danger. It also helps to maintain
the stability of educational processes, minimising interruptions in learning
and maintaining the quality of educational programmes even in difficult cir-
cumstances.

The introduction of a video surveillance system on the territory of a high-
er education institution is an important step to ensure control and improve
security. Such a system allows you to quickly monitor the situation, record
potentially dangerous events, control access to classrooms and prevent un-
authorised entry. In addition, video surveillance helps to ensure law and order
on the territory of the institution, reducing the risk of crime and improving
emergency response. This is especially true in the current context of armed
aggression, when the safety of students and staff of an educational institution
requires additional attention®.

Automation of financial and economic activities — the use of automated
systems for financial management.

Automation of business activities is an increase in efficiency through the
automation of administrative processes.

Automation of HR activities is a transition to an electronic system for
keeping records of employees, including management of all aspects of HR
processes. This solution provides a centralised record of personnel data,
simplifies the procedure for recruiting and onboarding employees, monitor-
ing their performance and maintaining electronic personal files. Automation
also facilitates the prompt exchange of information between different depart-
ments of the institution and facilitates compliance with regulatory require-
ments for HR reporting. The use of an electronic HR system allows you to
manage HR processes more efficiently, automate routine tasks, improve data
accuracy and ensure the security of personal information. This approach not
only reduces the amount of paperwork, but also significantly increases the ef-
ficiency of HR management, allowing managers to quickly obtain up-to-date
data on employees.

Installation of an access control

S. Lukashevych,
K. Palkova

CYBERSECURITE DE

L’ESPACE INFORMATIONNEL
D’UN ETABLISSEMENT
D’ENSEIGNEMENT SUPERIEUR

Résumé. Larticle examine I'im-
pact de la cybercriminalité sur le
travail des établissements d’ensei-
gnement supérieur et les moyens
de prévenir et de surmonter les
cyberattaques. Il est prouvé que
I'utilisation de la technologie in-
formatique, malgré ses avantages,
pose certaines menaces en termes
de complexité de la protection des
données. Il savere qu'aujourd’hui,
les tendances mondiales en
matiere de lutte contre les cy-
bermenaces sont inférieures aux
attaquants, ce qui conduit a des
cyberattaques agressives et réus-
sies de la part de ces derniers. Il
est prouvé que les attaques contre
les réseaux d’apprentissage se sont
récemment intensifiées de maniere
significative. Des mesures organi-
sationnelles visant a résoudre les
problemes de cybersécurité
sont proposées. Sur la base du
matériel étudié, il est conclu que
l'efficacité de la lutte contre les
cyberattaques et, par conséquent,
le fonctionnement stable et réussi
des établissements d’enseignement
supérieur en Ukraine dépendent
du niveau de préparation, de com-
pétence et de responsabilité des
participants.

Mots clés prévention du
crime, sécurité de linformation,
cybersécurité, cybercriminalité,

prévention de la cybercriminalité,
établissements d’enseignement su-
périeur, espace d'information dun
établissement
supérieur.

d’enseignement

system — ensuring security on the
territory of a higher education insti-
tution and restricting access to cer-
tain areas.

Informatisation in higher educa-
tion institutions, on the one hand,

5 Nataliia Filipenko, Hanna Spitsyna,
Olena Agapova, Karina Palkova (2024)
The Concept of Comprehensive Security
for Higher Educational Institutions:
Ukrainian and European Experience:
Integrated Computer Technologies in
Mechanical Engineering — 2023 Synergetic
Engineering.  Synergetic ~ Engineering.
Presents the proceedings of the ICTM™23
Conference held in Kharkov, Ukraine. URL
https:/ /doi.org/10.1007/978-3-031-60549-
9_23.
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CYBERBEZPIECZENSTWO
PRZESTRZENI
INFORMACY]JNE]J INSTYTUC]I
SZKOLNICTWA WYZSZEGO

Artykut analizuje wplyw
cyberprzestepczosci  na  prace
instytucji szkolnictwa wyzszego
oraz sposoby zapobiegania i
przezwyciezania cyberatakow.
Uzasadniono, ze wykorzystanie
technologii komputerowej, wraz z
jej korzysciami, stwarza pewne za-
grozenia pod wzgledem zlozonosci
ochrony danych. Stwierdzono, ze
obecnie globalne trendy w przeci-
wdzialaniu cyberzagrozeniom sa
gorsze od atakujacych, co prowadzi
do agresywnych i skutecznych
cyberatakow. Udowodniono,
ze ataki na sieci wuczace sie
ostatnio  znacznie sie nasilily.
Zaproponowano érodki organi-
zacyjne majace na celu rozwigzanie
kwestii cyberbezpieczenstwa. Na
podstawie przeanalizowanego ma-
teriatu stwierdzono, ze skutecznosé
przeciwdziatania cyberatakom, a w
rezultacie pomyslne i stabilne funk-
cjonowanie instytucji szkolnictwa
wyzszego w Ukrainie zalezy od
poziomu gotowosci, kompetencji i
odpowiedzialnosci uczestnikow.

Stowa Kkluczowe: zapobieganie
przestepczosci, bezpieczenistwo
informacji, cyberbezpieczenstwo,
cyberprzestepczos¢, zapobieganie
cyberprzestepczosci, instytucje
szkolnictwa wyzszego, przestrzen
informacyjna instytucji szkolnic-
twa wyzszego.
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Cybersecurity of the Information Space of a Higher Education Institution

improves the quality and efficiency of educational and research activities,
but on the other hand, creates a multi-level information system that becomes
critical for their reliable operation and cybersecurity.

For this reason, the term «information space of a higher education institu-
tion» refers to an integrated digital environment consisting of various informa-
tion and communication technologies (ICTs) and enabling integrated interac-
tion between teachers, students and administration. It serves as a platform
for the joint exchange of knowledge, learning materials and communication,
providing a variety of educational processes and resources.

Cybersecurity in this context means a set of measures aimed at protect-
ing the information space from unauthorised access, malicious interference
and data integrity violations. This implies achieving a high level of confidenti-
ality of information, maintaining its integrity and accessibility for participants
in the educational process, which is a guarantee of the stability of all compo-
nents of educational activities and effective interaction in the academic com-
munity.

The criticality of the information space of a higher education institution is
due to the fact that it accumulates a large amount of confidential information,
in particular: personal data (information about students, staff and changes in
staff); official data (directives, orders, instructions and other documents with
restricted access); financial information (reports and resources); legal infor-
mation (court cases, investigations); educational and scientific materials (in-
tellectual property, patents, research, training programmes, electronic jour-
nals, training courses and resources), etc.

As aresult, the information space of a higher education institution is a po-
tential target for various types of cyber threats, and a successful attack can
lead to the following consequences: technical damage (damage to equip-
ment, blocking access to resources, destruction of intellectual property); ma-
terial losses (financial costs of restoration, cybersecurity audit); reputational
risks (loss of trust of partners and students, loss of credibility); moral losses
(blackmail, psychological stress of employees and students, especially in the
event of a data leak), etc.

Based on this, ensuring cybersecurity of a higher education institution be-
comes an important task that includes:

1. Analysing the factors that affect the cybersecurity of a higher education
institution.

2. Development and implementation of a cybersecurity model for a higher
education institution.

3. Evaluation of the effectiveness of this model of cyber defence of a high-
er education institution.

4. Preparing recommendations to im-
prove the effectiveness of the cybersecu-
rity model.

Given the purpose of the article, we
will focus on the first task — analysing
the factors that affect the cybersecurity
of a higher education institution. The cy-
bersecurity of an educational institution is
closely integrated with the cyber defence
system, which is a set of interdependent
measures aimed at comprehensive pro-
tection of information resources from nu-
merous threats. Such threats can be both
external and internal, affecting informa-
tion systems in different ways — from pos-
itive strengthening to negative reduction
of their resilience.

Archives of Criminology and Forensic Sciences Ne 2 (10). 2024



Cybersecurity of the Information Space of a Higher Education Institution

A set of cyber defence measures includes technological, administrative
and organisational methods that together form a resilient security system
that can quickly adapt to new cyber threats. Internal factors, such as human
factors, access management policies, and compliance with security stan-
dards, can significantly strengthen cyber defences, while weak internal infra-
structure or lack of user awareness can weaken them. External factors, such
as new types of cyber threats and updates to data protection legislation, also
require constant monitoring and rapid response to reduce their negative im-
pact on an educational institution.

Internal and external factors of influence.

Internal factors, which can be directly influenced by the institution, de-
pend on the actions of the institution’s management and employees. They
can have a positive impact on the level of cybersecurity, but also have the
potential to reduce its level due to erroneous or negligent actions.

External factors are not directly controlled by the higher education insti-
tution and are caused by external conditions, but their impact can be mitigat-
ed by improving internal security measures.

The impact of these factors necessitates constant monitoring of the state
of cybersecurity of the institution. The state of cybersecurity depends on how
effectively the cybersecurity model is developed and implemented, which
should take into account the results of the analysis of the impact of both
groups of factors.

The analysis of these factors helps to make informed management deci-
sions aimed at ensuring effective interaction of the university with the exter-
nal information space in both the short and long term. Continuous monitoring
and forecasting allow the university management to develop effective strate-
gies to respond to possible threats.

The main external factors affecting the cybersecurity of a higher educa-
tion institution:

Emergency situations — can lead to physical damage to the information
infrastructure.

Development and production of hardware and software — affects the
quality and reliability of the systems used for protection.

Cyber-attacks — create risks of data leakage and disruption of critical
systems.

Recruitment or blackmail of personnel — increases the threat of internal
information leaks.

Let’s take a closer look at the external factors that affect university cyber-
security.

1. Emergency situations. Higher edu-
cation institutions are located in a certain
area that may be vulnerable to natural or
man-made hazards, which often occur
simultaneously, increasing the overall im-
pact on the facility. One hazard can trigger
a number of others, increasing the dam-
age.

Natural hazards: Any activity or func-
tioning of an HEI’s facilities is carried out
in interaction with the natural environ-
ment, such as air, water or soil. The infor-
mation environment of a higher education
institution also interacts with natural el-
ements through its components, such as
information and telecommunication sys-
tems, communication lines, satellite and
Wi-Fi antennas. These components can

https//archive-criminology.com.ua/index.php/journal
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be exposed to natural hazards, including: geological hazards (earthquakes,
landslides, collapses, sinkholes and abrasion); hydrological hazards (floods,
floodwaters, flooding, avalanches, heavy rains).

Technogenic hazards: the higher education institution uses energy, com-
bustible materials and other potentially hazardous substances that can cause
accidents. The analysis shows that a fire or explosion can cause significant
damage to both the infrastructure and the staff of the institution. It is import-
ant to prevent such hazards by eliminating the conditions for their occurrence
and maintaining industrial safety at the proper level.

Military actions are gradually gaining the status of a specific external
threat to higher education institutions, as they can significantly affect the
safety and stability of the educational process, changing the usual course
of educational and scientific life. According to experts®, in addition to direct
threats to the lives and health of students, teachers and university staff, war
can lead to serious destruction of the infrastructure of educational insti-
tutions. This includes damage to or destruction of buildings, laboratories,
classrooms, libraries and other equipment used for research and education
purposes. The consequences of such destruction can be extremely complex,
not only disrupting the normal educational process, but also hampering im-
portant research and educational initiatives that require access to specialised
equipment and resources.

In addition, war can have catastrophic consequences for the organisation
of curricula and programmes, leading to the suspension or significant chang-
es in the schedules of classes, teaching and examinations. This is especially
true for specialities that require practical training or work with modern tech-
nologies, where even a temporary interruption of the educational process can
affect students’ qualifications and their ability to work in high-tech fields.

Another important problem is the restrictions on research and innovation
projects. Many Ukrainian universities actively cooperate with foreign part-
ners, but the ongoing war may lead to a breakdown in such international ties,
making it difficult to participate in global research initiatives, international
conferences and exchange of experience. It may also affect research funding,
as grant programmes may be reduced or frozen.

Changes in the socio-economic situation also pose additional challeng-
es for universities. In particular, economic instability leads to a reduction in
budget funding, difficulties in attracting investment for the development of
new research areas, and problems in providing universities with the neces-
sary material resources. In such circumstances, higher education institutions
are forced to optimise their costs, which may affect the quality of educational
services and research.

All these factors together increase the
risks for the future of Ukrainian education

® - and science, so it is important to develop
5. strategies that minimise the effects of the

@ hostilities while maintaining a high level of
- education and research development even
in times of crisis’.

SECURITY

¢ JKwra T. Buma ocita B yMOBax BifIHW: BUKIIVIKM,

rpo6sieMy, TIepCIIeKTUBY JIJIS CTY/IEHTIB Ta HayKOBIIiB.
Moso0s i punor, 2023. Ne2 (210). C. 141-145. DOI:
https:/ /doi.org/10.24919/2308-4634.2023.276118

7 Nataliia Filipenko (2023) The security for higher
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2. Information and communication technologies (ICTs) have now become
the basis for increasing efficiency in scientific, applied and educational tasks
in Ukraine. ICT can be defined as a set of actions related to the processing,
storage and interpretation of information, as a result of which it is modified to
meet the needs of a particular entity®. In this form, the data enters the public
information flow, provoking a certain (mostly foreseen and planned) reaction
of the audience of influence. However, as scholars emphasise, such imple-
mentation has also led to a significant dependence on ICT, in particular hard-
ware and software components, which are critical for the proper functioning
of many educational and scientific processes.

ICT hardware provides the technical basis — motherboards, processors,
graphics adapters, disc drives, etc. Software enables the efficient operation
of these hardware resources, including operating systems and a large num-
ber of application software. These two components are inextricably linked
and form a single system. However, most of the software and hardware used
in Ukraine originates from abroad, due to a number of factors, chief among
them limited resources for technology research and development. The lack
of sufficient funding and infrastructure to develop in-house R&D makes it dif-
ficult to create competitive Ukrainian products. Despite the fact that Ukraine
has numerous talented IT professionals, economic constraints and low lev-
els of investment in research significantly reduce the opportunities for large-
scale innovation. As of today, the lack of funding and insufficient government
support for domestic software and hardware development result in a serious
shortage of high-quality domestic products capable of meeting the country’s
domestic needs. At the same time, international corporations with strong fi-
nancial capabilities, access to state-of-the-art technology and a highly skilled
team of specialists can create and supply products that are significantly su-
perior to domestic counterparts in terms of quality and functionality. This
gives them a significant advantage in the global market, making it difficult for
Ukrainian developers to compete. The research potential of domestic higher
education institutions is particularly affected, as limited funding and lack of
sufficient resources for research lead to a decline in the quality of research
papers and a decrease in the competitiveness of Ukrainian universities in the
international arena. Due to the shortage of funds, many higher education in-
stitutions are forced to cut back on research programmes, limit the number
of research projects, and reduce their participation in international research
initiatives. This also leads to a decrease in the number of young scientists
who are unable to implement their ideas due to a lack of adequate funding. In
addition, the infrastructure for research often does not meet modern require-
ments, which significantly limits the op-
portunities for innovation. Lacking access
to the latest technologies and modern lab-
oratories, Ukrainian scientists are forced
to work in conditions that make it difficult
to achieve significant scientific results.
This also leads to the emigration of talent-
ed scientists looking for better conditions
to develop their careers abroad, which fur-
ther exacerbates the problem. In such cir-

Hs Ha 0asi gBox Metomortorin», Tom 7). ISBN 978-
617-7880-38-6. DOI: 10.30888/2616-8936.2023-07.
Pp. 52-55.

8 Buxos B. IO, Bypos O. IO, [emenriescbka H. IL
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HabBuanna. 2019. T. 70, Ne 2. C. 313-331. Pexum
docmyny: URL: http:/ /nbuv.gov.ua/UJRN/
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cumstances, Ukrainian universities are increasingly focusing on retaining the
existing scientific potential rather than developing it, which leads to a gradual
lagging behind of the national science from the global trends.

The problem of the lack of domestic ICT hardware and software also pos-
es a risk to cybersecurity. The foreign origin of hardware and software often
causes additional difficulties with its maintenance and ensuring the security
of data circulating in the internal systems of higher education institutions.

In view of the above, there is a need to identify the key aspects of the im-
pact of foreign software on the cybersecurity of higher education institutions.
The main factors can be summarised as follows:

First, shortcomings in the development and production of hardware and
software. The inability to control all stages of production and testing of such
equipment can lead to undesirable consequences during its operation, in-
cluding full or partial failure. This potentially increases the risks to the func-
tioning of the information infrastructure of higher education institutions.

Second, the lack of legal responsibility for ensuring cyber security during
development and production. Since the responsibility for possible cyberat-
tacks or failures is often borne by the user, not the developer or manufactur-
er, higher education institutions may have difficulty ensuring cyber security
when using foreign software.

Thirdly, the hypothetical possibility of intentionally built-in vulnerabilities.
Given the current trends in information confrontation between states, it can
be assumed that foreign hardware and software solutions may potentially
contain vulnerabilities that could be used to pursue the national interests of
foreign states to the detriment of Ukraine’s interests.

Fourthly, the difficulty of creating an integrated cyber defence system in
higher education institutions based on foreign solutions. The lack of financial
resources to implement an effective cyber defence system means that higher
education institutions are forced to compromise between a high level of cyber
security and the cost of relevant technologies.

Thus, foreign hardware and software creates additional risks for the cy-
bersecurity of higher education institutions.

3. Cyberattacks. One of the main factors affecting the cybersecurity of
higher education institutions is cyberattacks. Cyber threats should be under-
stood as targeted actions that affect the components of the information envi-
ronment using a variety of hardware and software, violating the confidential-
ity, integrity and availability of data. Cyberattacks can be both remote (when
the attacker is outside the operational area of the facility) and local (with
physical access to the facility).

According to experts®, the main types

of attacks include:

Malware: provides full access to the
operating system, allows you to control
user actions, delete or modify confidential
data, etc.

Phishing: an attack aimed at exploiting
the impulsiveness of the target, in particu-
lar through emails with malicious links or

° Tpodumenko O. I'. KiGepOesrieka OCBiTHHOTO cek-
Topa. €Bpomnericbkuit Bubip YKpaiHu, po3BUTOK Ha-
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BiVICBKOBOI arpecii Ta miobanbHMX BUKIMKIB XXI
cromitTa (mo 25-pivusi HarriomasmeHoro ymiBepcurery
«Opecbka  1opuaMuHa  akajgemis» Ta  175-pivus
OpechKoi KO/ TIpaBa) @ y 2 T. : MaTepiaym MixHap.
HayK.-ITpakT. KoHd. (M. Opeca, 17 weppns 2022 p.) /
3a sarayibHOIO pepakuicio C. B. Kisasiosa. Opeca : Bu-
nasamamit gim «lempBetmka», 2022. T. 1. C. 698-700.
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files, SMS attacks (smishing) or voice calls (vishing), which force the target to
perform dangerous actions.!”

SQL injection: the use of structured query (SQL) commands to access a
server database, which can give access to sensitive data or allow the execu-
tion of malicious code.

XSS attack (cross-site scripting). This type of attack allows you to use the
vulnerability of a website or server to conduct a cyber attack on a specific ob-
ject. The attacker can integrate malicious code into a web page that is likely
to be visited by the target. This enables the cybercriminal to obtain, for exam-
ple, the victim’s authorisation cookies, which allows them to bypass account
security and gain unauthorised access to the system or information.

DoS attack (denial of service). This method of attack is based on over-
loading the target system when numerous bot devices connect to it simulta-
neously. This leads to the complete exhaustion of the server’'s RAM and CPU
resources, causing users to lose access to the resource. Such attacks can
paralyse a website or other information resource for a long time.

Zero-day attack. This type of threat exploits hardware and software flaws
that developers or users are not yet aware of. This allows attackers to exploit
these vulnerabilities for their own purposes before they are fixed. Such at-
tacks may result in a breach of the confidentiality, integrity or availability of an
information resource.

4. Recruitment or blackmail of personnel. Recently, there has been a
growing number of reports of foreign agents in Ukraine and other countries,
which has caused widespread public discussion, in particular due to the de-
tention of high-ranking officials suspected of collaborating with enemy forces
or foreign agents (e.g. the aggressor country, the russian federation). Such
incidents become the subject of high-profile media investigations and pose
serious challenges to national security. Agent activity, especially when it is
aimed at actively recruiting or blackmailing citizens who hold key positions in
government or in strategic areas, can have far-reaching consequences.

The threat posed by such methods extends not only to government agen-
cies, but also to other institutions, including higher education institutions, es-
pecially those that train highly qualified personnel in technical and scientific
fields. Higher education institutions, as the basis for the development of the
national intellectual elite, are important elements in shaping the indepen-
dence and security of the state. They train not only specialists who are di-
rectly involved in technological and scientific innovation, but also those who
are involved in the development and management of critical infrastructures
that are the basis for the country’s functioning. Therefore, protecting these
institutions from the influence of foreign
agents and ensuring their cybersecurity is
becoming one of the priority tasks in the
context of the national security threat.

Preventing the recruitment of employ-
ees involved in managing the information
infrastructure of universities, as well as
faculty, is an important step in countering
this threat. These individuals may be the
most vulnerable to manipulation or black-
mail because of their importance in en-
suring the functioning of the educational
process and maintaining the information
security of higher education institutions.

1 Tarommp I. (2020) KiGepGesrieka yHiepcureTin

K crioci6 mpoTwii (immMHroBoMy IIaxpavicTBy.
Exonomiunuii duckype. 2020. Burryck 1. C. 59-67. DOI:
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Under pressure or promises of benefits, they may be forced to take actions that will jeop-
ardise not only individual systems but the entire information security of the university. This
may include unauthorised access to critical data, breaches of cybersecurity standards, or
even the creation of channels for the transfer of confidential information to foreign forces.
In such circumstances, it is necessary to develop holistic strategies that include not only
technological protections (such as a system for monitoring and detecting network breach-
es), but also organisational measures aimed at strengthening internal security.

According to experts'!, these measures may include ongoing training for staff, the de-
velopment of ethics and procedures for checking the integrity of employees, as well as the
creation of patriotic, cultural and psychological support to identify and prevent attempts at
manipulation. In addition, it is important to raise awareness among students and teachers
about cyber threats and their potential consequences for the security of not only the insti-
tution but the country as a whole.

Only a comprehensive approach to ensuring the security of higher education institu-
tions can not only protect them from external threats, but also ensure the stability and
independence of the country in the current geopolitical situation.

Conclusions. An analysis of external factors that affect the cybersecurity of higher ed-
ucation institutions reveals their uncontrollable nature on the part of the institutions them-
selves. Such external threats include cyber attacks (DDoS, phishing, zero-day attacks),
constantly changing legislative requirements, the emergence of new technologies and
other factors that can endanger the information systems and personal data of educational
institutions. This creates an urgent need to strengthen internal components that can with-
stand such external influences and ensure the resilience of the university’s cyber defences.

Building a strong cybersecurity system in an HEI should be based on a combination
of strong internal factors. These include cybersecurity infrastructure, regular staff training
and development, clearly defined risk management procedures, threat awareness, and an
adequate level of IT infrastructure security. Cyber security programmes should include
software updates, regular security audits and incident monitoring policies. Implementa-
tion of such a strategy will significantly improve the overall level of cyber defence while
ensuring rapid response to new threats.

In addition, continuous analysis of internal factors is an important element of building
an effective security system in a higher education institution. This includes assessing the
level of cyber threat awareness among all staff, analysing existing security policies and
procedures, and developing measures to create a security culture at the institution. It is
important that the management of the HEI provides regular training for staff, implements
updated procedures for handling confidential information, and maintains up-to-date tech-
nological solutions to prevent threats.

A systematic approach to security, which takes into account both external and inter-
nal factors, allows higher education institutions to significantly improve data protection
and ensure effective functioning in the face of rapidly changing cyber risks. This approach
encompasses not only technical tools such as antivirus software, firewalls and intrusion
detection systems, but also organisational strategies that include continuous assessment
and adaptation to new threats. Consideration of internal factors such as staff awareness,
information access policies, and communications security can minimise risks associated
with the human factor, which is often the most vulnerable element in cybersecurity sys-
tems.

External factors, such as global cyber threats, hacker groups or the influence of for-
eign agents, require constant monitoring of international trends and adaptation of internal
procedures to new challenges. In such an environment, it is important not only to respond
to current threats but also to conduct a predictive assessment of potential risks in order to
anticipate and prevent possible incidents.

With a comprehensive approach that combines technical, organisational and human
resources measures, HEIs can not only strengthen their cyber defences but also ensure
the continuity of the educational process, research and innovation, even in the face of
changing and complex cyber threats.
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